FDIMAX

NETWORKING PEOPLE TOGETHER

BR-6478AC

User Manual

11-2013 /v2.0

Edimax Technology Co., Ltd.
No.3, Wu-Chuan 3rd Road, Wu-Gu, New Taipei City 24891, Taiwan
Email: support@edimax.com.tw

Edimax Technology Europe B.V.
Nijverheidsweg 25, 5683 CJ Best, The Netherlands
Email: support@edimax.nl

Edimax Computer Company

3350 Scott Blvd., Bldg.15 Santa Clara, CA 95054, USA
Live Tech Support: 1(800) 652-6776

Email: support@edimax.com



CONTENTS

0 Yo [V Lot o [ 0] o 1 4 1= 16 [0 ) 2 TR |

R o T & T @0 Y =Y o) USRS 1
A Y B ] - | (UL T 2
[ 2 T ol - [ 1= PO PP PPPTPPPRPP 3
I-4. Safety INFOrmMatioN ........eie e e e e e e e e e e e e et r e e e e e e e nnraraees 4

L1y = 11 =) o Lo ] T

-1, Wi-Fi ROULET IMIOTE ..ttt sttt ettt e e s st e e s sabae e e sensaeeessnnbaeessnnnees 8
[1-2. ACCESS POINT IMOTE .ottt ettt e sttt e e e st e e e s sabbe e e s sabeeessanneaeeseasbeeesanns 12
[1-3. RANGE EXLENAEI IMOAE ..ccoeeeeeeeee ettt e e et e e e e e e et r e e e e e e e e s eanraeaeeeeeeeennnnreeens 16
(1=, WPS SEETUD weeiiutiiiiiieiiiee sttt stee et e st e st e e st e e sat e e s be e e sabe e s sabeesabeeesabaeesabeeesbeesnsaeesnbaeennseeensseesns sanes 22
[1-5. Reset to Factory Default SEttiNGS ...cuevi i e e e e 22

Browser Based Configuration Interface........cccceeereuirieniiiiniiiencciennienenn. 23

L] R o T~ 1 o PO 23
-2, SAVE SO EINES it —————— 25
-3 IMIAIN IMIEINU ittt ettt ettt et e e e e sttt et e e e e e s abb et e e e e e e seaaanbbbeeaeeeeeaansnbaaeeaeeeesaans aes 26
1B T B - | AU OO PP PPN 27
1T A = U o YAV A2 o [ SRR 28
1-3-3 INEEINet. e e 30
[11-3-3-1. WAN SEUUP .. ettieeeeietee ettt sttt e e st e e s st e e s st e e e e s abteeessabteeessaseeessaseaeesannees 30
1-3-3-1-1, DYNAMIC TP it e et abebe bt babetabaeaanee 30

11 e T R A =) [l 1 PR PPPTTT 31
[11-3-3-0-3. PPPOE . ettt e e e et e e e e s e e rr e e e e e s nnnn e s 33

LR e T R o o P PP PPPTT 35

1L e Tt R T 0 I P PSP PPPT PP 37
[I1=3-3-0-6. WISP ettt et e e e e e e bbbttt e e s s e s nbb e bt e e e s e sannrreeeeeeesanan seeas 39
[11-3-3-2. DDINS .ttt ettt ettt e s sttt e e sttt e e s eabb e e s aabb e e e e e bb e e e e eabteeeeaabaeeeenbbaeeennraes 40
[TI=3-4 LAN e ettt ettt e sttt e e e st e e e e s ab e e e e s ab bt e e s e bt e e e e sabbe e e e snbeeeeeaabbeeeenbbaeeenarreeen ae 42
[11-3-5. 2.4GHZ Wireless & S5GHZ WirelESS ........ueiiiiuiiiiiiiieeeeiiieee ettt e s e e s 45

1 T T B = - T ol O UP P O O P PP PP 45
L R B 1 1Y o] T O PO TPPRRPPP 48
[I1=3-5-0220 WEP ..o ettt e e s e et e e s e s bbbttt e e e s e s ma bbbt e e e e s s e mrnreeeeeesennnree s 49
[11-3-5-1-3. WPA Pre-Shared KEY .....c.cuuii ittt ettt ettt e e s e s s saaa e e e et aeesensaaeesnnnane s 50
[11-3-5-1-4. WPA RAGIUS .. veeeereiiiieeitie et st e ssieeesiteesiteesteesbaeesateesabeesbaessataesabaesbeeessseessseesnsessnsseessseenns 51
1B R A C U= APPSO PP PP 52
[11-3-5-3. WPS ... ettt ettt ettt e e st e e st b e e s s b bt e e e s bt ee e e s aabe e e e e ebaeeeeebbaeeenarees 54
[11-3-5-4. ACCESS CONTIOl.cciiiuiiiiiieiiiie ettt e e e e s st e e s sbae e e e sareeesesaseeeesnanees 55

R R T o T Yol a Y=Y 1] LI PPPR 57



TR R ST 1=\ Y= | TR 59

[11-3-6-1. URL BIOCKINE ....ceeiiiiiiiieiiieeeriiiee ettt ettt e e et e e sttt e e s sabe e e e sabaeeesnanes 59
[11-3-6-2. ACCESS CONTIOl.cciiiiiiiiieiiiee ettt ettt e st e s e s bt e e s s bte e e s sabeeesesaseeeesnanees 61
[11-3-6-3. DIMIZ... ...ttt ettt ettt ettt e e st e e sttt e e s st be e e s e bt e e e e s abeeeeeaabaeeeeeabaaeennrees 65
1B T S o N Y PP PP PP PP 66
1B T © Lo 1 O P PP P PPN 68
1 R e R © Lo N T PP PP PPP PP 68
11 R A [0 Lo 1O PSP PPPPPPR 71
[11-3-8. AQVANCEM ....cii ittt s bt e s st e e sttt e e s sbbeeeseabaeeessabeeeessnsbeesannseaeenn 73
11-3-8-1. StatiC ROUTING .occiiiiiiii s aaaee 73
[11-3-8-2. POIrt FOrWAIdING ...eeeeeeiiieiciiiiiiiee ettt e e e et e e e e e e et e e e e e e e e e nnaeeeeeeeeeeennsranneeeens 74
[11-3-8-3. VIrtUQI SEIVET ..ceeeieeeeeee ettt e e st e e s s aba e e s s sabaeeesnanes 76
[11-3-8-4. 2.AGHZ WiTIESS ...eeeeeeeeiieee ettt ettt ettt ettt e bt e e e st e e e s s ate e e s s sabeeeeesabeeeessanees 77
[11-3-8-5. 5GHZ WIiIEIESS .ceeeieieeiiiee ettt ettt ettt e bt e e s st e e s sbte e e s s abeeesesasbeeesnanees 78
[11-3-8-6. ALG.... ceeeeeeieeiiee ettt ettt s sttt e e e sttt e e sttt e e e s bt e e e e abte e e s abteeeeebaeeeseaaaeeeearaes 80
[11-3-8-7. IGIMIP....ceeee ettt ettt e e st e e sttt e e s e bt e e e e e abt e e e s abaeeeeaabteeeeeabaeeenarees 81
[11-3-8-8. UPNIP.. ..ottt ettt ettt e e sttt e e st e e s s b bt e e s s abee e e sabaeeesaabaeeessansaaeesnrees 82
[11-3-8-9. FAST NAT oottt ettt s sttt e e st e e s st e e s s bbee e e sabteeesabeeeessasseeessnsaeeesansees 82
[11-3-9. AdMINISTIAtION ..eiiiiiiiiiee et e e e e st e s st e e e e s s abe e e e e sbbeeessnbteeesnnseeeens 83
[11-3-9-0. TIMIE ZOMNC. .ttt ettt ettt e e e e s ettt e e e e e e s e b bbbt e e e e e e e s nbsbeeeeeeeessannreeaeaaenns 83
[11-3-9-2. PASSWOIT ..cuiiiieieiiiee ettt ettt sttt e ittt e e st e e sttt e e s st e e e sabbeeeseabteeessanseeessnsaeeesnsees 84
[11-3-9-3. REMIOLE ACCESS ... cieiieeeee e 85
[11-3-9-4. BACKUP/RESLOIE....eecuviiiiieeeiee e ettt et ettt s e e e e et e e e etee e s be e e eateeeetaeeeseeesabeeenareeennns 86
LT T U o= d = Yo LSRR 86
11-3-9-6. ReS A .o enene 87
1 T R A o - PP PP PPPR 87
[11-3-9-8. ACEIVE DHCP CIENT ...eiiiiiiieieeiiee ettt e et e e s s ibr e e s sara e e e s sabee e e s sanees 88
[11-3-9-9. SEAtISTICS ceeeiiiieiiiiiiee et et e e e e e sttt e e e e e s e r et e e e e e e e anreeeeaeeeas 88

VY 0T o T=T o T ) GRS . )

IV-1. Configuring YOUI IP @0drESS .....uuviieiiiiieiiiiiee e e ettt e e e reeree e e e e e e s re e e e e e e e e s naeaeeeeeeeeennnnsrens 89
IV-1-1. How to check that your computer uses a dynamic IP address.......ccceeecvviveeeeeieecciveveneeeen, 90
IV=1-1-10 WINAOWS XP ettt ettt s e e s st e e et e e e ssabte e e s sabneesenaseeaesnanees 90
IV-1-1-2. WINAOWS ViISTA ceeiiiiiiieeiiiiee ettt ettt e e sttt e s st e e s sbte e e s sssaeessaneeesssaneeeesnanees 92
IV=1-1-30 WINAOWS 7 ettt sttt ettt e st e s st e e e s abte e e ssabteeeseabeeessnsaeeesnnnees 94
NV R B VAV T g To [0 1 O O PP PPOTPP 97
LY R R T Y = Yol @ USRI 101
IV-1-2. How to modify the IP address of your COMPULEN .......cceeiiiiicciiiieiee e, 103
IV=1-2-1. WINAOWS XP oottt ettt sttt stee st e st st e e st essaaeesabaeessbeeesabeeeaseesnsaeesaseeesnseesnsseenns 103
IV-1-2-2. WINAOWS ViISTa .eeeiuiiiiiiiiiiie ittt et e sttt e e st e e s st e e s siteeeessasaeeessnsaeessnseeeesnns 105
IV=1-2-3 WINAOWS 7 .ttt ettt e s sttt e e st e e s sabba e e s saataeessaaseeeeesabsaeessssaeesnnns 106

L R B VAV T o Ve [o YV < PP 109



Y R T Y = o PP 113

IV-1-3. How to Find Your Network SECUrity KEY ...ttt 116
IV-1-3-1. WINAOWS 7 & ViSTa...eeiiiiuiiiiiiiiiiieeiiiiee e eiitee sttt s st e e sttt e e s st e e s sireeesssabaeeessseeeesnns 116
LY T Y = T ol OO TP PPPPRROPPPPRN 118

IV-1-4. How to Find YOUr ROUEEI'S IP AdAreSS ..ccceiuuiiiiiiiiieeieiiieeeeitee et e s 121
IV-1-4-1. WINAOWS XP, VISTa & 7..ovrreeeiiiiieeieeeeeee ettt e ettt e e e e e e e e e e e e e e eneeaeans 121
IV=1-4-2. WINAOWS 8 ...ttt ettt e ettt e sttt e e st e e e sabbe e e s sastaeessaaseeeeesabbeeessssaeesanns 123
RV T T | = T ol OO PP PPPPRROPPPPRN 126

IV-2. Connecting t0 @ Wi-Fi NETWOIK ....coviiiieeeee et e e e e enrre e e e e e e e eanens 128
LY. TR o T o] [T a Yo Yo 1 ' =R UUPRPS 130

AV AR ] (o XYY T VR - 7 |



I. Product Information

I-1. Package Contents

Before you start using this product, please check if there is anything missing in
the package, and contact your dealer to claim the missing item(s):

Quick Installation Guide Power Adapter



I-2. LED Status

LED LED Status | Description
Power On Router is on.
@ Off Router is off.
On Internet connection is active.
Internet Flashing Router is connecting to internet.
Off No internet connection.
On 2.4GHz wireless is active.
2.4 GHz Flashing | 2-4GHz LAN activity
4:‘:.,'\‘\ (transferring/receiving data).
Off 2.4GHz wireless is not active.
On 5GHz wireless is active.
5 GHz
. 5GHz LAN activity
N\
"f:‘:‘ Flashing (transferring/receiving data).
Off 5GHz wireless is not active.
On WAN port connected.
. WAN activity
WAN . ..
Flashing (transferring/receiving data)
Off WAN port not connected.
On LAN port connected.
LAN 1-4 Flashing LAN _ac.:t|V|ty (transferring or
receiving data).
Off LAN port not connected.




I-3. Back Panel

Gigabit
Antenna Reset/WPS Button WAN Port  Antenna

) A N

DO OO

4 3 2 1

Radio ON/ Gigabit LAN 5V Power Port
OFF Switch Ports 1-4



I-4. Safety Information

In order to ensure the safe operation of the device and its users, please read
and act in accordance with the following safety instructions.

1.

2.

The device is designed for indoor use only; do not place it outdoors.

Do not place the device in or near hot/humid places, such as a kitchen or
bathroom.

. Do not pull any connected cable with force; carefully disconnect it from the

BR-6478AC.

. Handle the device with care. Accidental damage will void the warranty of

the device.

. The device contains small parts which are a danger to small children under

3 years old. Please keep the device out of reach of children.

. Do not place the device on paper, cloth, or other flammable materials. The

device may become hot during use.

. There are no user-serviceable parts inside the device. If you experience

problems with the device, please contact your dealer of purchase and ask
for help.

. The device is an electrical device and as such, if it becomes wet for any

reason, do not attempt to touch it without switching the power supply off.
Contact an experienced electrical technician for further help.



Il. Installation

1.Plug the included power adapter into the device’s 5V DC power port and
the other end into an electrical socket.

N

/;
J@QS“"- m J\

2.Ensure that the Wi-Fi On/Off switch is set to on and that the power LED
and WAN LED are lit. If not, the device is not properly connected.

3.Use a Wi-Fi device (e.g. computer, tablet, smartphone) to search for a Wi-Fi
network with the SSID “edimax.setup” and connect to it.

iOS 4 or Android 4 and above are required for setup on a
ﬂ, smartphone or tablet.

4.0pen a web browser and if you do not automatically arrive at the “Get
Started” screen shown below, enter the URL http://edimax.setup and click
“Get Started” to begin the setup process.



FDIMAX AC1200 Wireless Concurrent
Dual-Band Gigabit Router
BR-6478AC

English -

W T e Y

. If you cannot access http://edimax.setup, please make sure your
&% computer is set to use a dynamic IP address. Refer to |V-1.
Confiquring your IP address for more information.

5.Select a mode for your BR-6478AC and click “Next” to continue.

EDIMAX

Please select a mode :

¥ Wi-Fi Router -

xDSL/Cable M

[l Access Paint -

=M 4.9

Upper Router DSL/Cable Modem

[l Range Extender :

Repeater Upper Router xDSL/Cable Modem




Wi-Fi Router The device connects to your modem and provides
2.4GHz and/or 5GHz Internet (wireless and
Ethernet) access for your network devices.

Access Point The device connects to an existing router via
Ethernet cable and provides 2.4GHz and/or 5GHz
Internet (wireless and Ethernet) access for your
network devices.

Range Extender The device connects wirelessly to your existing
2.4GHz and/or 5GHz network and repeats the
wireless signal(s).

6.Follow the on-screen instructions to complete setup. For more information,
please refer to the appropriate following chapter:



II-1. Wi-Fi Router Mode

1. Connect the blue WAN port of your BR-6478AC to the LAN port of your
modem using an Ethernet cable, and then click “Next”.

EDIMAX WLFS Rouker

Please connect one end of an Ethernet cable to your modem and connect the other end to the WAN port

on the router.

2. Please wait a moment while the BR-6478AC tests the connection.

EDIMAX Wi-Fi Router

Connecting to Internet
35%




3. Click “Next” to continue and configure the device’s wireless network.

EDIMAX VoL Router

Internet is now connected

Please click "Next" ta configure your wireless network.

4. Enter a name and password for your 2.4GHz & 5GHz wireless networks,
then click “Next” to continue.

FDIMAX Wi-Fi Router

Please set your Wi-Fi network name (SSID) and Wi-Fi password.

Wi-Fi network name (24GHz). edimax_2.4G_75E71A

Wi-Fi password (WPA2-AES):

(at least 8 characters)

Wi-Fi network name (SGHz): edimax_5G_75E71B

Wi-Fi password (WPA2-AES).

(at least 8 characters)




5. A summary of your configuration will be displayed, as shown below.
Check that all of the details are correct and then click “Next” to proceed.

. e
FDIMAX Wi-Fi Router

Configuration is complete. It is recommended that you backup your settings, please click "Backup

this configuration” to do so. Then click "Mext" when you are ready to continue.

Internet Type : Dynamic IP
(2.4 GHz) Wi-Fi network name : edimax_24G_75E71A
Wi-Fi password : abcd1234
(5 GHz) Wi-Fi network name . edimax_5G_75E71B
Wi-Fi password : abcd1234

l Backup this configuration |

. If you wish to backup the device’s settings, click “Backup this
. configuration” to open a new window and save your current
configuration to a router.txt file.

File Download X

Do you want to open or save this file?

Mame: router.tbd
Type: Tewt Document, 91 bytes
From: 192.168.2.1

Qpen ] l Save l [ Cancel ]

harmm your computer. f you do not trust the source, do not open or

= 2 | While files from the Intemet can be useful. some files can potertially
e save this file. What's the rsk?

10



6. Please wait a moment until the device is ready.

.
EDIMAX Wikt Ry

Applying your settings, please wait.
15%

7. Afinal congratulations screen will indicate that setup is complete. Please
close the browser window.

.
EDIMAX Wi

Congratulations !

You have successfully completed setup. Please close your browser window and

connect to the device’s new Wi-Fi network name (SSID).

For advanced settings, please go to http://edimax.setup in a web browser.

8.The BR-6478AC is working and ready for use. You can now connect to the
device’s new SSID. Please refer to IV-2. Connecting to a Wi-Fi network if
you require more guidance.

11



II-2. Access Point Mode

1. Connect the LAN port of your BR-6478AC to the LAN port of your
existing router using an Ethernet cable, then click “Next”.

Euim Access Point

£

Imem!'t)

 —— | = h-—f
€ 0 ) Coma) B

Upper Router xDSL/ Cable Modem

Please connect one end of an Ethemnet cable to your existing router and connect the other end to the LAN

port on the access point.

2. Select “Obtain an IP address automatically” or “Use the following IP
address” for your BR-6478AC. If you are using a static IP, enter the IP

address, subnet mask and default gateway. Click “Next” to proceed to the
next step.

.
FDIMAX Access Paint

Please set the IP address of the access point (2.4G Hz)

@ Obtain an IP address automatically

o Use the following IP address

IP address :
Subnet Mask :

Default gateway -

12



@ “Obtain an IP address automatically” is the recommended setting
for most users. For more guidance on static IP addresses, please
refer to |V-1. Confiquring your IP address.

3. Enter a name and password for your 2.4GHz & 5GHz wireless networks,
then click “Next” to continue.

FDIMAX Access Point

Please set your Wi-Fi network name (SSID) and Wi-Fi password.

Wi-Fi network name (2. 4GHz): edimax_24G_75E71A

Wi-Fi password (WPAZ2-AES):

(at least & characiers)

Wi-Fi network name (5GHz): edimax_5G_75E71B

Wi-Fi password (WPA2-AES):

(at least 8 characters)

4. A summary of your configuration will be displayed, as shown below.
Check that all of the details are correct and then click “Next” to proceed.

.
FDIMAX Access Point

Configuration is complete. It is recommended that you backup your settings, please click "Backup

this configuration” to do so. Then click "Next" when you are ready to continue.

Mode - Access Point
(2.4 GHz) Wi-Fi network name : edimax 24G 75E71A
Wi-Fi password : abcd1234
(5 GHz) Wi-Fi network name : edimax_5G_75E71B
Wi-Fi password - abcd1234

| Backup this configuration ‘

13



. If you wish to backup the device’s settings, click “Backup this
. configuration” to open a new window and save your current
configuration to a AP.txt file.

File Download X

Do you want to open or save this file?

Name: AP.txt
Type: Text Document, 90 bytes
From: 192.168.2.1

COpen ] I Save J [ Cancel ]

ham your computer. f you do not tust the source, do not open or

™ 2 | While files from the Intemet can be useful, some files can potertially
= save this file. What s the risk?

5. Please wait a moment until the BR-6478AC is ready.

. -
FDIMAX Access Point

Applying your settings, please wait.
15%

6. Afinal congratulations screen will indicate that setup is complete. Please
close the browser window.

14



-
[D'm Access Point

Congratulations !

You have successfully completed setup. Please close your browser window and connect to
the device’s new Wi-Fi network name (SSID). For advanced settings, please go to

hitp //fedimax setup in a web browser.

7.The BR-6478AC is working and ready for use. You can now connect to the
device’s new SSID. Please refer to IV-2. Connecting to a Wi-Fi network if
you require more guidance.

15



II-3. Range Extender Mode

1. Please ensure your BR-6478AC is within Wi-Fi range of your existing
wireless router. Click “Next” to continue.

EDIMAX Range Extender

\
ﬁlem:_t')

,(__':.7__ L 4
¢ ~ - + N
CIN) » J'L 3 L

LAM AL J -

Upper Router xDSL/ Cable Modem
This setup wizard will assist you to setup a wireless connection between the range extender and your
existing router. Place the range extender close to the area where you wish to extend your netwark, but

please ensure the range extender is sfill within the coverage range of your existing wireless network.

2. Select “Obtain an IP address automatically” or “Use the following IP
address” for your BR-6478AC. If you are using a static IP, enter the IP
address, subnet mask and default gateway. Click “Next” to proceed to the
next step.

L ]
FDIMAX Range Extender

Please set the IP address of the access point (2.4G Hz)

@ Obtain an IP address automatically

1 Use the following IP address

IP address -
Subnet Mask :

Default gateway :

16



3.Repeat step 2 for the 5GHz frequency.

.
FDIMAX Range Extender

Please set the IP address of the access point (5G Hz)

@ Obtain an IP address automatically

© Use the following IP address

IP address :
Subnet Mask :

Default gateway :

4 .Click “Select Site Survey” to open a new window which displays all available
2.4GHz wireless networks.

Inim Range Extender
2.4G Hz Wireless Site Survey

Please enter a new wireless network name (SSID) for the range extender if you wish, and enter the
security key for your existing wireless network if required.

Wireless @ Enable @ Disable
Site Survey Select Site Survey
SSID
Device SSID

Encryption  Disable -

. If you do not wish to use a 2.4GHz wireless network, select
,ﬂ “Disable” and click “Next” to continue to step 7.

To connect to a hidden SSID, enter the SSID, device SSID and
,&, encryption information in the appropriate fields manually and
click “Next” to continue to step 7.

17



SSID Enter the SSID (network name) of your
existing, hidden network.

Device SSID Enter an SSID for the BR-6478AC or leave it
blank to use a default which consists of your
existing router’s SSID (above) +" 2EX".
Encryption Enter the encryption information for your
existing, hidden network.

5.select the Wi-Fi network name (SSID) which you wish to connect to and
click “Done” to continue.

ﬂ If the Wi-Fi network you wish to connect to does not appear, try
-‘ clicking “Refresh”.

2.4G Hz Wireless Site Survey
Wireless site survey is a tool to scan for available wireless networks. In client mode, you can manually
connect to any available access point or IBS5.
[Select| ____________ssb______________| Signal |
Matt 100%
EDIMAX IP Cam-2.4G 100%
EdimaxHQ 96%
OBM-AirPort-2.4G 92%
OBM-LTLin-2.4G 92%
OBM_AE 92%
ZyXEL 84%
MEDIONC46242 84%
ZyXEL2 84%
EDIMAX9999 76%
SP-1101W_2 4G 76%
Edimax 72%
ASSIA_2G 66ea 72%
EdimaxHQ 65%
EdiPlug.Setup 68%
EdimaxHQ 52%
Lisa 52%
aterm-c98418-g 44%,
MEETING_ROOM_6F 24%
Chonin’s iPhone 22%
oo

6.Enter your existing wireless network’s security key/password in the “Key”
field and click “Next” to continue.

. In Range Extender mode, the BR-6478AC(’s default SSID is your
& existing router/access point’s SSID + _2EX. For example if your
router’s SSID is “Your SSID” then the BR-6478AC’s SSID will be

18



“Your SSID_2EX”. You can change the BR-6478AC’S SSID in the
“Device SSID” field.

EDIMAX Raigs s

2.4G Hz Wireless Site Survey

Please enter a new wireless network name (S5ID) for the range extender if you wish, and enter the
security key for your existing wireless network if required.

Wireless @ Enable © Disable

Site Survey Select Site Survey
SSID OBM-AirPort-2 4G
Device SSID OBM-AirPort-2 4G_2EX

Encryption WPA Pre-shared Key -
WRPA Unicast Cipher Suite  © WPA(TKIP) @ WPAZ(AES)
Key Format  Passphrase -

Key xxxxxxxx

7.Repeat steps 4 — 6 for the BR-6478AC’s 5GHz network.

L]
EDIMAX Range Extender

5G Hz Wireless Site Survey

Please enter a new wireless network name (SSID) for the range extender if you wish, and enter the
security key for your existing wireless network if required.

Wireless @ Enable © Disable

Site Survey Select Site Survey
55D
Device SSID

Encryption  Disable -

8.A summary of your configuration will be displayed, as shown below. Check
that all of the details are correct and then click “Next” to proceed.

. The device will use the same wireless password/security key as
ﬂ the existing wireless network.

19



[ ]
FOIMAX Range Extender

Configuration is complete. It is recommended that you backup your settings, please click "Backup

this configuration” to do so. Then click "Next" when you are ready to continue.

Mode : Range Extender
(2.4 GHz) Wi-Fi network name : OBM-AirPort-2.4G_2EX
Wi-Fi password : abcd1234
(5 GHz) Wi-Fi network name : EdimaxHQ_5G_2EX
Wi-Fi password - Open Security

| Backup this configuration ‘

If you wish to backup the BR-6478AC’s settings, click “Backup this
& configuration” to open a new window and save your current
configuration to a "range extender.txt" file.

File Download Iﬁ

Do you want to open or save this file?

MName: renge extender. b
Type: Text Document, 130 bytes
From: 192.168.2.1

Qpen ] [ Save l [ Cancel l

= e | While files from the Intemet can be useful, some files can potentially
Q ham your computer. ff you do not trust the source, do not open ar
= save this file. What s the risk?

O.Please wait a moment until the BR-6478AC is ready.
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.
FDIMAX Range Extender

Applying your settings, please wait.
15%

10. Afinal congratulations screen will indicate that setup is complete.
Please close the browser window.

Ll
znlm Range Extender

Congratulations !

You have successfully completed setup. Please close your browser window and connect to
the device’s new Wi-Fi network name (SSID). For advanced settings, please go to

http:/fedimax.setup in a web browser.

11. TheBR-6478ACis working and ready for use. You can now connect to
the device’s new SSID. Please refer to IV-2. Connecting to a Wi-Fi network
if you require more guidance.
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I1-4. WPS Setup

If your wireless device supports WPS (Wi-Fi Protected Setup) then you can use this
method to connect to the BR-6478AC’s Wi-Fi network.

seconds to activate WPS. The WLAN LED will be

1. Press the WPS button on the BR-6478AC for 2 — 5 ‘
lighted on to indicate that WPS is active.

2. Within two minutes, press the WPS button on the
wireless device/client to activate its WPS.

3. The devices will establish a connection. Repeat for
additional wireless devices.

£ Please check the instructions for your wireless
— device for how long you need to hold down its
WPS button to activate WPS.

II-5. Reset to Factory Default Settings

If you experience problems with your BR-6478AC, you can reset the device
back to its factory settings. This resets all settings back to default.

1. Press and hold the WPS/Reset button found on the back panel for at least
10 seconds, until the power LED begins to flash.

2. Release the button when the power LED is flashing.

3. Wait for the BR-6478AC to restart. The BR-6478AC is ready for setup when
the power LED displays on.
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Ill. Browser Based Configuration Interface

After you have setup the BR-6478AC as detailed in Il. Installation or the
included Quick Installation Guide, you can use the browser based
configuration interface to configure advanced settings.

4 Please ensure that your computer is set to use a dynamic IP
address. Refer to |V-1. Confiquring your IP address for more
information.

ll-1. Login
1. To access the browser based configuration interface enter

http://edimax.setup into the URL bar of a browser on a network device
connected to the same Wi-Fi network as the BR-6478AC.

€ http://edimax.setup

A If you can not access http://edimax.setup, connect the device to a
" computer using an Ethernet cable and try again.

2. You will be prompted for a username and password. The default
username is “admin” and the default password is “1234”.

23



3. You will arrive at the “Status” screen. Use the menu down the left side to

navigate.

ED

NETWORKING PEOPLE TOGETHER

» Setup Wizard
» Internet

» LAN

» 5GHz Wireless
» Firewall

» QoS

» Advanced

» Administration

(7 S

Connect to ed[max.setl.l_

w%

The server edimax,setup at Default Name:admin
Password: 1234 requires a username and password.

Warning: This server is requesting that your username and
password be sent in an insecure manner (basic authentication
without a secure connection).

Lser name: £ admin -

Password: sena

[ Remember my password

| ok || cancel |

» 2.4GHz Wireless

System Status

Mode Wireless Router IP Address
CurrentTime  2013/11/15 9:03:40 Subnet Mask
DHCP Server

MAC Address

Hardware Version Rev. A

Firmware Version 1.02

P Address Mode  Dynamic IP Connect Made

IP Address 19216810172 ESSID

Subnet Mask  255.255.255.0 Channel Number

Default Gateway Address  192.168.10.254 Security

MAC Address  80:1F:02:75:E7:1C MAC Address

Primary DNS 192.168.1.12
Secondary DNS  192.168.1.2

Third DNS Mode

ESSID

Channel Number

Security

MAC Address

English ||

18216821
2552552550
Enable
B0:1F02:75:E7:1A

AP

edimax.setup

10

WPAZ (AES)
80:1F02:75:E7:1A

AP
edimax.setup5G
a4

WPAZ (AES)
80:1F:02:75:E7:1B
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llI-2. Save Settings

1. After you configure any settings, click the “Save Settings” button at the
bottom of the screen to save your changes.

@D

Ii The device needs to restart in order to bring any changes into

effect.

2. Then, click “Click here to restart” in order to restart the device and bring
the changes into effect.

Settings have been saved. Pleammre to restart !be router and bring the new settings into effect.

3. To make several changes at once, use the “Save Settings” button after
each change and then click “click here to restart” after your final change.
Only one restart is necessary as long as each change is saved with the “Save
Settings” button.

ﬂ After you click “click here to restart”, all saved changes will come
into effect.
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I1lI-3. Main Menu

The main menu displays different options depending on your device’s

operating mode.

Wi-Fi Router

Access Point

Range Extender

» Setup Wizard

» Internet

» LAN

» 2.4GHz Wireless
» 9GHz Wireless

» Firewall

» QoS

» Advanced

» Administration

» Setup Wizard

» LAN

» 2.4GHz Wireless
» 9GHz Wireless

» Advanced

» Administration

» Setup Wizard
» LAN
» WPS

» Administration
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I11-3-1. Status

_ The “Status” page displays basic system information
2 Status . . .
about the device, arranged into four categories:

System, LAN, Internet, 2.4GHz&5GHz Wireless.

[m Screenshots displayed are examples.The information shown on
& your screen will vary depending on your configuration.

EDDIMAX \WiFiRouter
DGETHER

NETWORKING PROPLE T

» Setup Wizard
» Internet

» LAN

» 2.4GHz Wireless

» 5GHz Wireless
» Firewall

» QoS

» Advanced

» Administration

System Status

Maode

Current Time
Hardware Version

Firmware Version

P Address Mode

P Address

Subnet Mask

Default Gateway Address
MAC Address

Primary DNS

Secondary DNS

Third DNS

Wireless Router
2013/11/15 9:03:40
Rev. A

1.02

Dynamic IP Connect
192.168.10.172
255.255.2550
192.168.10.254
80:1F.02:75:E7:1C
192.168.1.12
192.168.1.2

English ||

P Address
Subnet Mask
DHCP Server

MAC Address

192.168.2.1
2552552550
Enable
BO:1F02:75:E7:1A

Maode

ESSID

Channel Number
Security

MAC Address

AP

edimax.setup

10

WPAZ (AES)
80:1F:02:75:E7:1A

Mode

ESSID

Channel Number
Security

MAC Address

AP
edimax.setupsG
aa

WPAZ (AES)

80:1F02:75:E7:1B
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l1l-3-2. Setup Wizard

<2* :> You can run the setup wizard again to reconfigure the

e basic settings of the device, or you can run a wizard to
help you switch the device to a different operating mode. Select “Setup
Wizard” or “Switch to Router/AP/Range Extender” and then click “Run
Wizard” to begin.

Setup Wizard

@ Setup Wizard
This setup wizard is an intelligent and easy tool for you to complete the basic settings of the

device quickly

Switch to Router/AP/Range Extender

This setup wizard will guide you to switch the device to another mode
| Run Wizard |
Setup Wizard This wizard will help you to set up the basic

functions and settings of the device. For
guidance about using the setup wizard, please
refer to Il. Installation.

Switch to This wizard will help you to switch the device
Router/AP/ Range | to a different operating mode: Wi-Fi router
Extender mode, access point mode or range extender

mode (see below).

Switch to Router/AP/Range Extender:

1. Follow the on-screen instructions to back up your current settings and
then reset the device back to its factory default settings.

2. After the device has reset you will see the screen below. Reconnect to the

device’s default SSID “edimax.setup” and go to the URL
“http://Edimax.Setup” in a web browser.
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Reset to Defaults

You have successfully reset the device to factory defaults. Please close the browser and open it

again. This device will start running the setup wizard for you to switch the mode.

3. Follow the on-screen wizard to setup your device in a different mode.
Refer to ll. Installation Step 3 onwards for help if needed.
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i-3-3. Internet

The “Internet” menu provides access to WAN and
DDNS settings. Click on an item from the submenu to
WAN Setup view and/or configure the settings.

DDNS

l11-3-3-1. WAN Setup

Select a Wide Area Network (WAN) connection mode and configure the
settings. If you are unsure about your connection type, contact your ISP.

WAN Connection Mode

Connection Mode Dynamic IP| = |

Static IP
Dynamic IP PPPoE
PPTP
L2TP

LTS S

Host Mame

MALC Address

1-3-3-1-1. Dynamic IP

Select “Dynamic IP”. If your Internet service provider assigns IP address
automatically using DHCP (Dynamic Host Configuration Protocol).

Dynamic IP
Host Name
MAC Address 0O000000D000
DNS Address @ Obtain an IP address automatically
' Use the following IP address
DNS1 Address
DNS2 Address

DMN33 Address

MTU 1500 (512== MTU Value ==1500)
TTL @ Disable © Enable
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Host Name Enter the host name of your computer.

MAC Address For some applications, you may need to
designate a specific MAC address for the
router. Please enter the MAC address here. If
you are connecting the router to a computer,
press “Clone Mac” to automatically enter
your computer’s MAC address.

DNS Address Select “Obtain an IP address automatically” or
“Use the following IP address”. Check with
your ISP if you are unsure.

DNS Address 1,2 & 3 | Enter the DNS address(es) assigned by your
ISP here.

MTU Enter the maximum transmission unit (MTU)
value of your network connection. The
default value is 1500.

TTL Enable/Disable time to live (TTL) function
which limits the lifespan of network data to
improve performance.

l-3-3-1-2. Static IP

Select “Static IP” if your ISP provides Internet access via a fixed IP address.
Your ISP will provide you with such information as IP address, subnet mask,
gateway address, and DNS address.

Static IP
Fixed IP IP Address 172111
Subnet Mask 255.2550.0
Default Gateway Address 172.1.1.254
MAC Address 000000000000
DNS1 Address 0.0.0.0
DNS2 Address 0.0.0.0
DNS3 Address 0.0.0.0
MTU 1500 (512<= MTU Walue <=1500)

L @ Disable ) Enable

_Save Settings|
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Fixed IP Address

Input the IP address assigned by your ISP
here.

Subnet Mask

Input the subnet mask assigned by your ISP
here.

Default Gateway
Address

Input the default gateway assigned by your
ISP here. Some ISPs may call this “Default
Route”.

MAC Address

For some applications, you may need to
designate a specific MAC address for the
router. Please enter the MAC address here. If
you are connecting the router to a computer,
press “Clone Mac” to automatically enter
your computer’s MAC address.

DNS Address 1, 2 &
3

Enter the DNS address(es) assigned by your
ISP here.

MTU Enter the maximum transmission unit (MTU)
value of your network connection. The
default value is 1500.

TTL Enable/Disable time to live (TTL) function

which limits the lifespan of network data to
improve performance.
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1-3-3-1-3. PPPoE

Select “PPPoE” if your ISP is providing you Internet access via PPPoE

(Point-to-Point Protocol over Ethernet).

PPPOE
User Name
Password
MAC Address 00ooo00ooooo0
DNS Address @ (Obtain an IP address automatically
UUse the following IP address
DNS1 Address
DNS2 Address
DNS3 Address
TTL @ Disable © Enable
Serverce Name
MTU 1392 (512<= MTU Value <=1452)
Connection Type Continuous |E| |
Idle Time Qut (1-1000 minutes)
Enable Dual Wan Access
IGMP Source @ ETH PPP
Save Settings

User Name Enter the user name assigned by your ISP
here.

Password Enter the password assigned by your ISP here.

MAC Address For some applications, you may need to
designate a specific MAC address for the
router. Please enter the MAC address here. If
you are connecting the router to a computer,
press “Clone Mac” to automatically enter
your computer’s MAC address.

DNS Address Select “Obtain an IP address automatically” or
“Use the following IP address”. Check with
your ISP if you are unsure.

DNS Address 1,2 & | Enter the DNS address(es) assigned by your

3 ISP here.
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TTL

Enable/Disable time to live (TTL) function
which limits the lifespan of network data to
improve performance.

Service Name

Give this Internet service a name (optional).

MTU

Enter the maximum transmission unit (MTU)
value of your network connection. The
default value is 1392.

Connection Type

Specify a connection type:

1. “Continuous”: Connected all the time.

2. “Connect on Demand”: Connect when you
initiate an Internet connection.

3. “Manual”: Connect/disconnect manually
using the “Connect” and “Disconnect”
buttons.

Idle Time Out

Specify the amount of time the router waits
before shutting down an idle connection.
Only available when “Connect on Demand”
(above) is selected.

Enable Dual-WAN
Access

Enable/disable dual WAN access. When you
enable dual WAN access, select an IGMP
source and enter a “Host Name” and “MAC
Address”.
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11-3-3-1-4.

PPTP

Select “PPTP” if your ISP is providing you Internet access via PPTP

(Point-to-Point Tunneling Protocol). Then select “Obtain an IP address
automatically” or “Use the following IP address” depending on your ISP.

PPTP

® Obtain an IP address automatically :

Host Name
MAC Address

O Use the following IP address :
Static IP Address

Subnet Mask
Default Gateway Address

MAC Address
DNS Address

DN31 Address
DN32 Address
DNS3 Address
(1 Enable Dual Wan Access -
IGMP Source

PPTP Settings :
User ID

Password

PPTP Gateway
Connection ID
MTU
BEZEQ-ISRAEL
Connection Type

Idle Time Out

(000000000000 | Clone MAC
0.0.0.0

0.0.0.0

0.0.0.0

000000000000 _Clone MAC |

® Obtain an P address automatically
) Use the following IP address

0.0.0.0
0.0.0.0

0.0.0.0

®ETH OPPP

0.0.0.0

| | (Optional)

1392 (512<= MTU Value <=1492)

L] Enable (for use with BEZEQ network in Israel only)

[Continuous V] _Connect | _Disconnect |
10 (1-1000 minutes)
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Host Name Enter the host name of your computer here If
required.
MAC Address For some applications, you may need to designate a

specific MAC address for the router. Please enter
the MAC address here. If you are connecting the
router to a computer, press “Clone Mac” to
automatically enter your computer’s MAC address.

Static IP Address

Input the IP address assigned by your ISP here.

Subnet Mask

Input the subnet mask assigned by your ISP here.

Default Gateway
Address

Input the default gateway assigned by your ISP
here. Some ISPs may call this “Default Route”.

MAC Address If your ISP filters access by MAC addresses, enter
your computer’s MAC address here. Click “Clone
MAC” to automatically enter your computer’s MAC
address.

DNS Address Select “Obtain an IP address automatically” or “Use

the following IP address”. Check with your ISP if you
are unsure.

DNS Address 1,2 & 3

Enter the DNS address(es) assigned by your ISP
here.

Enable Dual-WAN
Access

Enable/disable dual WAN access. When you enable
dual WAN access, select an IGMP source and enter
a “Host Name” and “MAC Address”.

User ID Input the user name assigned by your ISP here.
Password Input the password assigned by your ISP here.
PPTP Gateway Input the PPTP gateway assigned by your ISP here.
Connection ID Specify a reference name/ID for the connection.
MTU Enter the maximum transmission unit (MTU) value

of your network connection. The default value is
1392.

BEZEQ-ISRAEL

Check the “Enable” box if you are using BEZEQ
network services (Israel users only).

Connection Type

Specify a connection type:

1. “Continuous”: Connected all the time.

2. “Connect on Demand”: Connect when you
initiate an Internet connection.

3. “Manual”: Connect/disconnect manually using
the “Connect” and “Disconnect” buttons.

Idle Time Out

Specify the amount of time the router waits before
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shutting down an idle connection. Only available
when “Connect on Demand” (above) is selected.

l1-3-3-1-5. L2TP

Select “L2TP” if your ISP is providing you Internet access via L2TP (Layer 2
Tunneling Protocol).

L2TP
® Obtain an IP address automatically :
Host Name | |
MAC Address  |D000000000OD |
O Use the following IP address :
Static IP Address 0.0.0.0
Subnet Mask 0.0.0.0
Default Gateway Address 0.0.0.0
MAC Address 000000000000 Clone MAC
DNS Address ' Obtain an IP address automatically
L) Use the following IP address
DNS1 Address 0.0.0.0
DNS2 Address 0.0.0.0
DNS3 Address 0.0.0.0
(1 Enable Dual Wan Access
IGMP Source ®ETH O PPP
L2TP Settings :
User ID | |
Password | |
L2TP Gateway | |
MTU (512<= MTU Value <=1492)
Connection Type [Continuous “| Connect | Disconnect |
Idle Time Out 10 (1-1000 minutes)
 Save Settings|
Host Name Enter the host name of your computer here If
required.
MAC Address For some applications, you may need to designate a

specific MAC address for the router. Please enter
the MAC address here. If you are connecting the
router to a computer, press “Clone Mac” to
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automatically enter your computer’s MAC address.

Static IP Address

Input the IP address assigned by your ISP here.

Subnet Mask

Input the subnet mask assigned by your ISP here.

Default Gateway
Address

Input the default gateway assigned by your ISP
here. Some ISPs may call this “Default Route”.

MAC Address If your ISP filters access by MAC addresses, enter
your computer’s MAC address here. Click “Clone
MAC” to automatically enter your computer’s MAC
address.

DNS Address Select “Obtain an IP address automatically” or “Use

the following IP address”. Check with your ISP if you
are unsure.

DNS Address 1,2 & 3

Enter the DNS address(es) assigned by your ISP
here.

Enable Dual-WAN
Access

Enable/disable dual WAN access. When you enable
dual WAN access, select an IGMP source and enter
a “Host Name” and “MAC Address”.

User ID Input the user name assigned by your ISP here.
Password Input the password assigned by your ISP here.
L2TP Gateway Input the L2TP gateway assigned by your ISP here.
Connection ID Specify a reference name/ID for the connection.
MTU Enter the maximum transmission unit (MTU) value

of your network connection. The default value is
1392,

Connection Type

Specify a connection type:

1. “Continuous”: Connected all the time.

2. “Connect on Demand”: Connect when you
initiate an Internet connection.

3. “Manual”: Connect/disconnect manually using
the “Connect” and “Disconnect” buttons.

Idle Time Out

Specify the amount of time the router waits before
shutting down an idle connection. Only available
when “Connect on Demand” (above) is selected.
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11-3-3-1-6. WISP

Select “WISP” if you use a wireless internet service from Internet Service
Provider (WISP).

WISP
Enable / Disable @ Disable ) Enable
Basic Settings :
ESSID
Chan -1EN‘\:||11}.35:|'
Security Setting :
Encryption
_Save Settings |
WISP Enable or disable the WISP function.
ESSID Enter the SSID of the WISP network, or click

“Select Site Survey” below to view all
available networks in a new window and
select the WISP network from there.

Select Site Survey Click “Select Site Survey” to display all
available wireless SSIDs in a new window and
select your WISP network.

Channel Number Enter the channel number of the WISP
network.

Security Settings Enter the security information required by
your ISP.
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l11-3-3-2. DDNS

Dynamic DNS (DDNS) is a service which provides a hostname-to-IP service for
dynamic IP users. The changing nature of dynamic IPs means that it can be
difficult to access a service provided by a dynamic IP user; a DDNS service
though can map such dynamic IP addresses to a fixed hostname, for easier
access. The router supports several DDNS service providers, for more details
and to register for a DDNS account please visit the DDNS providers website(s),
examples of which are listed below.

DDNS
Enable / Disable Enable @ Disable
Provider
Domain Name
Account f E-ma
Password / Key
 Save Settings |
Enable/Disable Enable or disable DDNS
Provider Select DDNS service provider.
Domain Name Enter the domain name provided by the
DDNS provider.
Account/Email Please enter the DDNS registration
account/email.
Password/Key Enter the DDNS service password/key.

The following DDNS services are supported:

3322 http://www.3322.0rg

DHS http://www.dhs.org

DynDNS http://www.dyndns.org

OoDS http.//ods.org

TZO http://www.tzo.com

GnuDIP http://gnudip2.sourceforge.net
DyNS http://www.dyns.cx/

ZoneEdit http.//www.zoneedit.com

DHIS http://www.dhis.org/
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CyberGate http://cybergate.planex.co.jp/ddns/
NS2GO http://www.ns2go.com/
NO-IP http://www.noip.com/
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11-3-4. LAN

< D

You can configure your Local Area Network (LAN) on
this page. You can enable the router to dynamically
allocate IP addresses to your LAN clients, and you can

modify the IP address of the device. The device’s default IP address is

192.168.2.1.

4y You can access the browser based configuration interface using
' the device’s IP address instead of using the URL
http://edimax.setup.

LANIP

IP Address 192.168.2.1

Subnet Mask 255256 2550

802.1d Spanning Tree Disable E|

DHCP Server Enable [=]
Lease Time Forever |z|

IP Address Specify the IP address here. This IP address
will be assigned to the BR-6478AC and will
replace the default IP address.

Subnet Mask Specify a subnet mask. The default value is

255.255.255.0

802.1d Spanning
Tree

Select “Enable” or “Disable” to enable/disable
802.1d Spanning Tree. This creates a tree of
connected layer-2 bridges (typically Ethernet
switches) within a mesh network, and
disables those links that are not part of the
tree, leaving a single active path between any
two network nodes.

DHCP Server

Enable or disable the DHCP server.

Lease Time

Select a lease time for the DHCP leases here.
The DHCP client will obtain a new IP address
after the period expires. If there are less than
30 computers connected to the router, you
can select “Forever”.

Your device’s DHCP server automatically assigns IP addresses to computers on its

network, between a defined range of numbers.
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DHCP Server
Start IP 192 168.2.100

End IP 192.168.2.200

Domain Mame

Start IP Enter the start IP address for the DHCP
server’s IP address leases.

End IP Enter the end IP address for the DHCP
server’s IP address leases.

Domain Name Enter a domain name for your network.

Your device’s DHCP server can be configured to assign static (fixed) IP addresses to
specified computers.

Static DHCP Lease Table

Only 16 sets of addresses are allowed

N | MACAduress | IPAddiess | Soloct]
| |

[ Enable Static DHCP Leases

MAC Address IP Address 4 Q
Enable Static DHCP  |Enable/disable static DHCP leases.
Leases
MAC Address Enter the specified computer’s MAC address
here.
IP Address Assign a fixed IP address for the specified
computer here.
Add Add the information to the “Static DHCP
Leases Table”.
Clear Clear the MAC address and IP address fields.
Delete Selected / Delete selected or all entries from the table.
Delete All

A The LAN IP page will be displayed as below when your device is
set to access point or range extender mode.
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LAN IP

@ Obtain an IP address automatically

) Use the following IP address

IP Address  [192.168.2.1 |

SubnetMask (2652552550 |

Default Gateway Address | |
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111-3-5. 2.4GHz Wireless & 5GHz Wireless

Basic

Guest

WPS

Access Control
Schedule

( é The “2.4GHz Wireless” & “5GHz Wireless” menu allows
you to configure SSID and security settings for your

Wi-Fi network along with a guest Wi-Fi network. WPS,
access control and scheduling functions can also be
managed from here.

Basic

Guest

WPS

Access Control
Schedule

- 5GHiz Wireless

I1l1-3-5-1. Basic

The “Basic” screen displays settings for your primary 2.4GHz or 5GHz Wi-Fi

network.

Basic Settings

Disable Wireless

Maode AP El

Band 2.4 GHz (b+g+n)

Wireless Metwork Name (ESSID) edimax. setup

Broadcast ESSID 9@ Enahle Disahle
Enable Wireless Clients Isolation
Channel Number AumEl

Site Survey |

ess Clients

Disable Wireless

Check the box to disable the wireless function
of your device.

Mode

Keep the default “AP” value for the device to
act as a standard wireless access point, or
select “AP Bridge-WDS” for the device to
function in WDS mode (see below).

Band

Displays the wireless standard used for the
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BR-6478AC’s “2.4GHz (B+G+N)” means that
802.11b, 802.11g, and 802.11n wireless
clients can connect to the BR-6478AC.

Wireless Network
Name (ESSID)

This is the name of your Wi-Fi network for
identification, also sometimes referred to as
“SSID”. The ESSID can consist of any
combination of up to 32 alphanumerical
characters.

Broadcast ESSID

Enable or disable ESSID broadcast. When
enabled, the ESSID will be visible to clients as
an available Wi-Fi network. When disabled,
the ESSID will not be visible as an available
Wi-Fi network to clients — clients must
manually enter the ESSID in order to connect.
A hidden (disabled) ESSID is typically more
secure than a visible (enabled) SSID.

Enable Wireless
Clients Isolation

Check the box to enable wireless clients
isolation. This prevents wireless clients
connected to the BR-6478AC from
communicating with each other and improves
security. Typically, this function is useful for
corporate environments or public hot spots
and can prevent brute force attacks on
clients’ usernames and passwords.

Channel Number

Select a wireless radio channel or use the
default “Auto” setting from the drop-down
menu.

Site Survey

Click “Select Site Survey” to display a new
window showing information about the
surrounding wireless environment. This
information is useful to select an effective
wireless channel number.

Wireless Clients

Click “Show list” to display a new window
showing information about wireless clients.
Please disable any pop-up blockers if you
have difficulty using this function.
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AP Bridge-WDS:

Mode AP Bridge-WDS [~ |
AP

Band .
AP Bridge-WDS

Wireless Distribution System (WDS) can bridge/repeat access points together
in an extended network. WDS settings can be configured as shown below.

& When using WDS, configure the IP address of each access point to

: be in the same subnet and ensure there is only one active DHCP
server among connected access points, preferably on the WAN
side.

WDS must be configured on each access point, using correct MAC addresses.
All access points should use the same wireless channel..

MAC Address 1 000000000000
MAC Address 2 000000000000
MAC Address 3 000000000000
MAC Address 4 000000000000

MAC Address 1-4 Enter the correct MAC address for other
access points in WDS mode.

Set Security Click “Set Security” to open a new window
and enter the security settings for WDS
(shown below). Click “Save” when finished.

AP Bridge-WDS Security Setting

Encryption  WPA Pre-shared Key -
WPA Unicast Cipher Suite @ wpa2 [AES)
Pre-shared Key Format | Passphrase

Pre-shared Key
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Wireless Security:

Wireless Security

Encryption WEP [~]
Key Length 64-bit ||
Key Format Hex (10 characters) |Z|
Encryption K&y  ssssssssss ¥|Hide
Enahble 802.1x Authentication

Select an encryption type from the drop-down menu:

ﬂ “WPA Pre-shared Key” is the recommended and most secure
== encryption type.

Wireless Security

Encryption Disable A
isab
Enable 802.1x Authentication WEP
WPA Pre-shared Key
WPA RADIUS

I11-3-5-1-1. Disable

Encryption is disabled and no password/key is required to connect to the
BR-6478AC.

» Disabling wireless encryption is not recommended. When
disabled, anybody within range can connect to your device’s SSID.

Enable 802.1x Check the box to enable the 802.1x
Authentication authentication. A RADIUS server is required to
perform 802.1x authentication: enter the

RADIUS server’s information in the relevant
fields (below).

¥| Enable 802.1x Authentication
RADIUS Server IP address

RADIUS Server Port

1812

]

RADIUS Server Password
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l1-3-5-1-2. WEP

WEP (Wired Equivalent Privacy) is a basic encryption type. For a higher
level of security consider using WPA encryption.

Wireless Security
Encryption WEP E

Key Length 64-bit [~|
Key Format Hex (10 characters) |Z|
Encryption Key sesssssene ¥ Hide

Enable 802 1x Authentication

Key Length Select 64-bit or 128bit. 128-bit is more secure
than 64-bit.
Key Format Choose from “ASCII” (any alphanumerical

character 0-9, a-z and A-Z) or “Hex” (any
characters from 0-9, a-f and A-F).

Encryption Key Enter your encryption key/password according
to the format you selected above. A complex,
hard-to-guess key is recommended. Check the
“Hide” box to hide your password from being
displayed on-screen.

Enable 802.1x Check the box to enable the 802.1x
Authentication authentication. A RADIUS server is required to
perform 802.1x authentication: enter the

RADIUS server’s information in the relevant
fields (below).

¥| Enable 802.1x Authentication
RADNUS Server IP address
]

ADIUS Server Port 1812

RADIUS Server Password
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l1-3-5-1-3. WPA Pre-Shared Key

WPA pre-shared key is the recommended and most secure encryption

type.
Wireless Security
Encryption WPA Pre-shared KeyE
WPA Unicast Cipher Suite @ WPA (TKIP) WPAZ (AES) WPA2 Mixed
Pre-shared Key Format Passphrase E
Pre-shared Key J| Hide

WPA Unicast
Cipher Suite

Select from WPA (TKIP), WPA2 (AES) or WPA2
Mixed. WPA2 (AES) is safer than WPA (TKIP),
but not supported by all wireless clients. Please
make sure your wireless client supports your
selection. WPA2 (AES) is recommended
followed by WPA2 Mixed if your client does not
support WPA2 (AES).

Pre-shared Key
Format

Choose from “Passphrase” (8 — 63
alphanumeric characters) or “Hex” (up to 64
characters from 0-9, a-f and A-F).

Pre-shared Key

Please enter a key according to the format you
selected above. A complex, hard-to-guess key

is recommended. Check the “Hide” box to hide
your password from being displayed on-screen.
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11-3-5-1-4. WPA Radius

WPA RADIUS is a combination of WPA encryption and RADIUS user
authentication. If you have a RADIUS authentication server, you can
authenticate the identity of every wireless client against a user database.

Wireless Security

Encryption WPA RADIUS (=]

WPA Unicast Cipher Suite @ WPA (TKIP) WPAZ [AES) WPA2 Mixed

RADIUS Server IP address

RADIUS Server Port 1812

RADIUS Server Password

WPA Unicast
Cipher Suite

Select from WPA (TKIP), WPA2 (AES) or WPA2
Mixed. WPA2 (AES) is safer than WPA (TKIP),
but not supported by all wireless clients. Please
make sure your wireless client supports your
selection. WPA2 (AES) is recommended
followed by WPA2 Mixed if your client does not
support WPA2 (AES).

RADIUS Server IP
address

Input the IP address of the RADIUS
authentication server here.

RADIUS Server Port

Input the port number of the RADIUS
authentication server here. The default value
is 1812.

RADIUS Server
Password

Input the password of the RADIUS
authentication server here.
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I11-3-5-2. Guest

You can setup an additional “Guest” Wi-Fi network so guest users can enjoy

Wi-Fi connectivity without accessing your primary network. The “Guest”
screen displays settings for your guest 2.4GHz Wi-Fi network.

» The guest network is separate from your primary 2.4GHz network.
: The settings for your primary 2.4GHz network can be found under
“Basic” in the “2.4GHz Wireless” menu.

Guest Basic Settings

¥| Enable Guest SSID

Nireless Guest Name edimax.1
Enable Wireless Clients Isolation
Band 2.4 GHz (b+g+n)
Channel Number Auto [Same as main 551D)
Guest Wireless Security
Encrypticn Disable |Z|
Enable 802.1x Authentication
Enable Guest SSID | Check/uncheck the box to enable/disable the

guest Wi-Fi network.

Wireless Guest
Name

Enter a reference/ID name for your guest
wireless network.

Enable Wireless
Clients Isolation

Check the box to enable wireless clients
isolation. This prevents wireless clients
connected to the BR-6478AC from
communicating with each other and improves
security. Typically, this function is useful for
corporate environments or public hot spots
and can prevent brute force attacks on clients’
usernames and passwords.

Band

Displays the wireless standard used for the
BR-6478AC’s frequency band:

2.4GHz (B+G+N): Allows 802.11b, 802.11g, and
802.11n wireless clients to connect to the
BR-6478AC.

Channel Number

Channel number for the guest network is the
same as the main SSID and cannot be adjusted
independently.
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Encryption Please refer to l1l-3-5-1. Basic: Wireless
Security for details about security settings.

ﬂ WPA RADIUS encyrption type is not available for the guest
&= network.
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l-3-5-3. WPS

Wi-Fi Protected Setup is a simple way to establish connections between WPS
compatible devices. WPS can be activated on compatible devices by pushing a
WPS button on the device or from within the device’s firmware/configuration
interface. When WPS is activated in the correct manner and at the correct
time for two compatible devices, they will automatically connect. PIN code
WPS includes the use of a PIN code between the two devices for verification.

WPS
¥|Enable WPS

Wi-Fi Protected Setup Information :

WPS Status Configured

Self Pin Code 35611530

SSID edimax. setup
Authentication Mode WPA Pre-shared Key

Authentication Key abcd1234
Device Configuration :

Configuration Mode Registrar
Configure via Push Button
Configure via Client Pin Code

Enable WPS Check/uncheck this box to enable/disable
WPS.

WPS Status Displays “Configured” or “unConfigured”
depending on whether WPS and SSID/security
settings for the device have been configured or
not, either manually or using the WPS button.

Self PIN Code Displays the WPS PIN code of the device.

SSID Displays the SSID (ESSID) of the device.

Authentication Displays the wireless security authentication

Mode mode of the device.

Authentication Key | Displays the wireless security authentication
key.

Configuration The configuration mode of the device’s WPS

Mode setting is displayed here. “Registrar” means
the device acts as an access point for a wireless
client to connect to and the wireless client(s)
will follow the device’s wireless settings.
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Configure via Push | Click “Start PBC” (Push-Button Configuration)
Button to activate WPS on the access point. WPS will
be active for 2 minutes.

Configure via Client | Enter the wireless client’s PIN code here and
PIN Code click “Start PIN” to activate PIN code WPS.
Refer to your wireless client’s documentation if
you are unsure of its PIN code.

I1l-3-5-4. Access Control

Access Control is a security feature that can help to prevent unauthorized
users from connecting to your wireless router.

This function allows you to define a list of network devices permitted to
connect to the BR-6478AC. Devices are each identified by their unique MAC
address. If a device which is not on the list of permitted MAC addresses
attempts to connect to the BR-6478AC, it will be denied.

To enable this function, check the box labeled “Enable Wireless Access
Control”.

Access Control

[ Enable Wireless Access Control

MAC Address Comment
——Select— E| J J 4

MAC Address 1P Address | Comment | Select |

_Save Settings |
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MAC address Select a PC name from the drop-down list and
click “>>” to add enter it into the blank field to
the right.

Click “Refresh’ in the drop-down menu to
refresh the list of available MAC addresses. If
the address you wish to add is not listed, enter
it manually.

Enter a MAC address of computer or network
device manually without dashes or colons e.g.
for MAC address ‘aa-bb-cc-dd-ee-ff’ enter

‘aabbccddeeff’.

Comment Enter a comment for reference/identification
consisting of up to 16 alphanumerical
characters.

Add Click “Add” to add the MAC address to the
MAC address filtering table.

Clear Clear all fields.

MAC address entries will be listed in the table as shown below. Select an entry
using the “Select” checkbox.

aa'bbcc:dd:eeff OFFLINE OFFLINE
|
Delete Selected/ Delete selected or all entries from the table.
Delete All
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I1I-3-5-5. Schedule

The schedule feature allows you to automate the wireless radio to switch
on/off at specified times. Multiple schedules can be configured.
Check/uncheck the box “Enable Schedule Settings” to enable/disable the
wireless on/off scheduling function.

4» The BR-6478AC must remain connected to the Internet and use an
& NTP server for the schedule feature to function correctly.

Wireless Schedule

[C] Enable Schedule Settings

o [C] Sunday [CIMonday [ Tuesday [ClwWednesday
1. Weekday ]
[T Thursday [CI Friday [C] Saturday
2. Time Hour |0 [+] Minute |00[~]

3. Command Wireless On|z|

— = ime T Command | Soloct |
| |

_Save Settings

ﬂ Wireless scheduling can save energy and increase the security of
your network.

1. uUse the checkboxes to select which day(s) to include in the schedule.

2. Specify a time (hour and minute) for the schedule using the drop-down
menu.

3. Select which command applies to this schedule from the drop-down menu,
either “Wireless On” or “Wireless Off”.
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Add Add the schedule to the table of active
schedules.
Clear Clear all fields.

Active schedules will be displayed in the table as shown below. Select an entry
using the “Select” checkbox.

Weokday I O
Sunday 10:00 wireless off
Sunday 20:00 wireless on |:|

Delete Selected

Settings have been saved. Please click here to restart the router and bring the new settings into effect.

Delete Selected/ Delete selected or all entries from the table.
Delete All
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I11-3-6. Firewall

""" [he “Firewall” menu provides access to URL blocking,
( v Firewall ) access control, DMZ and DoS functions to improve
URL Blocking the security of your wireless network.
Access Control
DMZ
DoS
Firewall
The router provides stateful packet inspection (SPI) firewall protection. Only packets matching a known
active connection will be allowed by the firewall; others will be rejected.
SPlfirewall @ Enable © Disable
SPI firewall Enable or disable the stateful packet

inspection (SPI) firewall.

llI-3-6-1. URL Blocking

This function can block Internet access by either specific URLs or keywords.
Check/uncheck the “Enable URL Blocking” box to enable/disable URL blocking.

URL Blocking

Enable URL Blocking

URL / Keyword - | Add |
[ No. | URL | Keyword  Sekect |

Dizlziz Szlzeizd

Save Settings

Settings have been saved. Please click here fo restart the router and bring the new settings into effect.
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URL/Keyword

Enter the URL or keyword to be blocked.

Add

Add the URL or keyword to the blocked table.

Clear

Clear all fields.

Blocked URLs/keywords entries will be listed in the table as shown below.
Select an entry using the “Select” checkbox.

~ N URL/ Keyword " select
1 www.blockedurlhere.com ]

Settings have been saved. Please_click here to restart the router and bring the new settings into effect.

Delete Selected /
Delete All

Delete selected or all entries from the table.
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I11-3-6-2. Access Control

& Access Control (MAC filtering) can also be configured from
111-3-5-4. Access Control.

Access Control is a security feature that can help to prevent unauthorized
users from connecting to your wireless router.

This function allows you to define a list of network devices permitted or
denied to connect to the BR-6478AC. Devices are each identified by their
unique MAC address or IP address. Specific services can also be
allowed/denied for IP addresses.

Check/uncheck the “Enable MAC Filtering” and/or “Enable IP Filtering” box to
enable/disable MAC filtering and/or IP filtering.

Access Contral
[[] Enable MAC Filtering : @ Deny © Allow
=

“Add | Clear |

MAC Filtering Table :

[l Enable IP Filtering Table : @ Deny © Allow
IP Filtering Table :

INO| Clisnt PC Description | Client PC IP Address | Client Service | Protocol | Port Range | Select
Add PC Dzlziz Szlzcizd
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MAC Filtering:

Enable MAC Check the box to enable MAC filtering and

Filtering select whether to “Deny” or “Allow” access for
specified MAC address.

Client PC MAC Enter a MAC address of computer or network

Address device manually without dashes or colons e.g.
for MAC address ‘aa-bb-cc-dd-ee-ff’ enter
‘aabbccddeeff’.

Computer Name Select a computer name from the drop-down

list and click “<<” to add its MAC address into
the “Client PC Mac Address” field.

Click “Refresh’ in the drop-down menu to
refresh the list of available MAC addresses. If
the address you wish to add is not listed, enter

it manually.

Comment Enter a comment for reference/identification
consisting of up to 16 alphanumerical
characters.

Add Click “Add” to add the MAC address to the
MAC address filtering table.

Clear Clear all fields.

MAC address entries will be listed in the table as shown below. Select an entry
using the “Select” checkbox.

MALC Filtering Table

ol comnntone L clenecuc it [ comment L s

1 OFFLINE aa:bb:cc:dd:eeff

Delete Selected / Delete selected or all entries from the table.
Delete All
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IP Filtering:

Enable IP Filtering | Check the box to enable IP filtering and select
whether to “Deny” or “Allow” access for
specified IP address.

Add PC Opens a new window to add a new IP to the
list, to deny or allow access/services according
to above.

Access Control Add PC

This page allows users to define senvice limitations of client PCs, including IP address and senvice type

Access Control Add PC :

Client PC Description
Client PC IP address
Client PC Service :

Detall Descripion

WA HTTP, TCP Port 80, 3128, 8000, 8080, 8081 =
E-mail Sending SMTP, TCP Port 25 [
MNews Forums NMNTP, TCP Port 119 [l
E-mail Receiving POP3, TCP Port 110 [
Secure HTTP HTTPS, TCP Port 443 [
File Transfer FTP, TCP Port 21, 20 [l
MSN Messenger TCP Port 1863 =
Telnet Service TCP Port 23 [
Al AOL Instant Messenger, TCP Port 5190 [
MNetMeeting H.323, TCP Port 389,522 150317201731 =
DMNS UDP Port 53 =
SHNMP UDP Port 161, 162 =
VPN-PPTP TCP Port 1723 =
VPN-L2TP UDP Port 1701 =
TCP All TCP Port ]

UDP All UDP Port =

User Define Service :
Praotocol EluthE
Port Range
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Client PC Enter a description for reference/identification
Description of up to 16 alphanumeric characters.

Client PC IP address | Enter a starting IP address in the left field and

the end IP address in the right field to define a
range of IP addresses; or enter an IP address in
the left field only to define a single IP address.

Service Name Various services are listed here with a short
description. Check/uncheck the box for each
service you wish to select.

Protocol Select protocol “TCP” or “UDP” or “Both” for a
service not included in the “Client PC Service”
list.

Port Range Enter the port range for the service not

included in the “Client PC Service” list.

Enter a single port number e.g. 110, a range of
port numbers e.g. 110-120, or multiple port
numbers separated by a comma e.g.

110,115,120.

Add Click “Add” to add selected services or a user
defined service to the IP filtering table.

Clear Clear all fields.

IP filtering entries will be listed in the IP filtering table as shown below.

IP Filtering Table :

[NO|™ Client PC Description | Client PC IP Address | Client Service | Protocol | Port Range | Select
. | |

_Save Settings

Settings have been saved. Please click here fo restart the router and bring the new settings into effect

Delete Selected/ Delete selected or all entries from the table.
Delete All
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l1-3-6-3. DMZ

A Demilitarized Zone (DMZ) is an isolated area in your local network where
private IP addresses are mapped to specified internet IP addresses, allowing
unrestricted access to the private IP addresses but not to the wider local
network.

You can define a virtual DMZ host here. This is useful for example, if a
network client PC cannot run an application properly from behind an NAT
firewall, since it opens the client up to unrestricted two-way access.

DMZ
Enable DMZ

S huic | CiemPC__ | ComputerName |

@ Dynamic IP | Session 1[v]
2 | —Select— [~]

) Static IP
_Add | Clear |

Current DMZ Table -

"NO | ComputorName | Public IP Address Cliont PC.IP Address
| |

_Save Settings |

Settings have been saved. Please click here to restart the router and bring the new settings into effect.

Enable DMZ Check/uncheck the box to enable/disable the
device’s DMZ function.
Public Select “Dynamic IP” or “Static IP” here.

For “Dynamic IP” select an Internet connection
session from dropdown menu.

For “Static IP” enter the IP address that you
want to map to a specific private IP address.

Client PC Enter the private IP address that the internet IP
address will be mapped to.
Computer Name Select a computer name from the list and click

“<<” to enter its IP address into the “Client PC”
field (above).

Add Click “Add” to add the client to the “Current
DMZ Table”.
Clear Clear all values.
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DMZ entries will be displayed in the table below:

Current DMZ Table -

MO | ComputerName | Public IP Address | _Cliont PC IP Addross

Delete Selected/ Delete selected or all entries from the table.
Delete All

l1l-3-6-4. DoS

Denial-of-Service (DoS) is a common form of malicious attack against a
network. The router’s firewall can protect against such attacks.

If you are not familiar with these functions, it is recommended you keep the
default settings.

DoS

[l Ping of Death 5 Ping of Death Packet(S) Per |Second Burst |5

[ Discard Ping From WAN

NMAP FIN [ URG / PSH
Xmas tree
Another Xmas tree
[EPort Scan Null scan
SYN/RST
SYN /! FIN
SYN (only unreachable ports)

[[] Sync Flood 30 Packet{S) Per |Second Burst (30

Save Settings

Setlings have been saved. Please click here to restart the router and bring the new settings into effect.
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Ping of Death Specify the frequency of ping of death packets
which will trigger the router’s DoS protection

function.
Discard Ping from | Check this box and the router will not answer
WAN ping requests from the Internet.
Port Scan Intruders use “port scanners” to detect open

Internet IP address ports. Check each type of
port scan to prevent.

Sync Flood Specify the frequency of sync flood packets
which will trigger the DoS protection function.
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l-3-7. QoS

( 6 Quality of Service (QoS) is a feature to manage

Internet bandwidth efficiently. Some applications
Q“S require more bandwidth than others to function
—_— properly, and QoS allows you to ensure that sufficient
bandwidth is available. Minimum or maximum bandwidth can be guaranteed
for a specified application.

& QoS can improve the BR-6478AC(’s performance. QoS is
recommended to optimize performance for online gaming.

-3-7-1. QoS

Check/uncheck the box “Enable QoS” to enable/disable the QoS function.
Click “Add” to open a new window and setup a QoS rule. The “Current QoS
Table” displays all QoS rules.

QoS
Enable QoS
Total Download Bandwidth o kbits
Total Upload Bandwidth o kbits

Current QoS Table -

| | | | | |

_ Save Settings

Seftings have been saved. Please _ctlick here to restart the router and bring the new settings into effect

Total Download Enter your total download bandwidth limit

Bandwidth from your Internet service provider (ISP) in
kbits.

Total Upload Enter your total upload bandwidth limit from

Bandwidth your Internet service provider (ISP) in kbits.

Add Opens a new window to add a new QoS rule
to the current QoS table.
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QoS

This page allows users to add/modify the QoS5 rule’s settings

Rule Mame
Bandwidth annlnadE kbits GuaranteeE

Local IP Address

Local Port Range

Remote IP Address

Remote Port Range
Traffic Type  |None |Z|
Protocol  |TCP |E|

Rule Name

Enter a name for the QoS rule for
reference/identification.

Bandwidth

Set the bandwidth limits for the QoS rule:

Bandwidth : | Download kKbps |guarantee »

(1) (2) (3)

1. Select “Download” or “Upload” for the
QoS rule.

2. Enter the bandwidth limit.
3. Select whether the bandwidth is a

“Guarantee” (minimum) or “Max”
(maximum).

Local IP Address Enter the IP address range to which the QoS

rule will be applied.

Enter a starting IP address in the left field
and the end IP address in the right field to
define a range of IP addresses; or enter an IP
address in the left field only to define a single
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IP address.

Local Port Range Enter the port range to activate the QoS rule.
Enter a single port number e.g. 110 or a
range of port numbers e.g. 110-120

Remote IP Address Enter the remote IP address range which will
activate the QoS rule.

Enter a starting IP address in the left field
and the end IP address in the right field to
define a range of IP addresses; or enter an IP
address in the left field only to define a single
IP address.

Remote Port Range Enter the remote port range to activate the
QoS rule.

Enter a single port number e.g. 110 or a
range of port numbers e.g. 110-120

Traffic Type Select traffic type as an alternative to
specifying a port range above.

Protocol Select a “TCP” or “UDP” protocol type.

Save Click ‘add’ button to add a new QoS rule
(detailed instructions will be given below).

Reset If you want to erase all values you just

entered. Click ‘Reset’

QoS rule entries will be listed in the “Current QoS Table” as shown below.
Select a rule using the “Select” checkbox.

& When using the “Edit” button only one rule can be selected each
time.

& QoS rules will be processed in the order that they are listed i.e.

‘ the rule at the top of the list will be applied first, and then the
second rule etc. The order can be adjusted using the “Move
Up/Down” buttons.

Current QoS Table

Sprioriy | RuleName | Upload Bandwidth | Download Bandwidth | Selsct _
| | | | | |
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Edit Edit a selected rule.

Delete Selected/ Delete selected or all entries from the
Delete All table.

Move Up/Down Move selected rule up or down the list.

l-3-7-2. iQoS

iQoS is a more intuitive and automated tool to manage internet bandwidth
than manually configuring the settings using QoS. For online gamers or users
with bandwidth requirements for audio/video, iQoS is a useful function.

ﬂ iQoS cannot be used in conjunction with QoS and vice-versa.
When one is enabled, the other is automatically disabled.

iQo5
Qo5 is a smart tool for bandwidth management. iQo5 cannot be used simultaneously with Qos.
Enable iQos
Total Download Bandwidth 0 kbits
Total Upload Bandwidth 0 khits
Current iQoS Table :
High Lo

——————————————————————————————————————

..............

Settings have been saved. Please_click here to restar the router and bring the new settings into effect

Check/uncheck the box “Enable iQoS” to enable/disable the iQoS function,
and then enter your bandwidth limits and arrange the network application
icons in priority order in the “Current iQoS Table”. Icons with higher priority
will be assigned bandwidth more efficiently for better performance.

Total Download Enter your total download bandwidth limit

Bandwidth from your Internet service provider (ISP) in
kbits.

Total Upload Enter your total upload bandwidth limit from

Bandwidth your Internet service provider (ISP) in kbits.
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The icons represent the following categories:

Internet Browsing

P2P/BT Downloads

FTP

Multimedia

Online Gaming

The iQoS table is ordered left to right, high to low priority. Click a small icon
below the table to insert it into the table, and click a large icon in the table to
remove it. All spaces in the priority table must be filled.
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111-3-8. Advanced

Advanced features of the BR-6478AC can be configured
~— from the “Advanced” menu.

Static Routing
Port Forwarding
Virtual Server

2. 4GHz Wireless
ALG

IGMP

UPnP

llI-3-8-1. Static Routing

Static routing is a method of configuring path selection of routers,
characterized by the absence of communication between routers regarding
the current topology of the network. The opposite of static routing is dynamic
routing, sometimes also referred to as adaptive routing.

You can configure static routing and manually add routes to the routing table
on this page.

Static Routing
[ClEnable Static Routing

Destination LAN IP Subnet Mask Default Gateway
LAN [~]

Current Static Routing Table :

m Destination LAN IP Subnet Mask Default Gateway

Dzlaiz 5 i Dizlziz All

Save Settings
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Enable Static Routing | Check/uncheck the box to enable/disable
static routing.

Destination LAN IP Enter the destination network’s IP address.

Subnet Mask Enter the subnet mask of the destination
network.

Default Gateway Enter the default gateway of the destination
network.

Hop Count Enter the hop count (the distance between

destination network and this broadband
router) here.

Interface Enter the interface which leads to
destination network.

Add Add the route to the current static routing
table.

Clear Clear all fields.

l1I-3-8-2. Port Forwarding

This function allows you to redirect a single port or consecutive ports of an
Internet IP address to the same port of a local IP address. The port number(s)
of the Internet IP address and local IP address must be the same.

If the port number of the Internet IP address and local IP address is different,
please use the “Virtual Server” function instead.

Port Forwarding
[C] Enable Port Forwarding

J —Select— E| EIDthEl H

Current Port Forwarding Table

"NO | ComputerName | Private P | Type | PortRange | Comment | Select |
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Private IP

Enter the IP address of the computer on the
local network.

Computer Name

Windows computers on the local network
will be listed here — select a computer from
the list and click << to automatically add the
IP address to the “Private IP” field.

Type

Select the type of connection, “TCP”, “UDP”
or “Both”.

Port Range

Input the starting port number in the left
field, and input the ending port number in
the right field. If you only want to redirect a
single port number, only enter a port
number in the left field.

Comment

Enter a comment for reference or
identification.
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111-3-8-3. Virtual Server

This function allows you to set up an internet service on a local computer,
without exposing the local computer to the internet. You can also build
various sets of port redirection, to provide various internet services on
different local computers via a single internet IP address.

Virtual Server
[ Enable Virtual Server

J —Select— E Eh:uth|Z|

Current Virtual Server Table

| Add |

| NO | Computer Name | Private IP_|_Private Port _| Type | _Public Port

| Save Settings|

Private IP

Specify the IP address of the computer on
your local network.

Computer Name

Select the name of a Windows computer
from the drop-down menu and click = to
auto-input its IP address in the “Private IP”
field.

Private Port

Specify the private port you wish to use on
the computer in your local network.

Type Select the type of Internet Protocol.

Public Port Specify a public port to access the computer
on your local network.

Comment Enter a comment for reference or

identification.
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l1I-3-8-4. 2.4GHz Wireless

These settings are for experienced users only. Please do not change any of the
values on this page unless you are already familiar with these functions.

2 4GHz Wireless
Wireless Module Enable
Fragment Threshold 2346 (256-2346)

RTS Threshold 2347 (0-2347)

Beacon Interval 100 (20-1024 ms)
DTIM Period 3 (1-10)

Data Rate Auto |E|

M Data Rate Auto E|

Channel Width @ Auto 20/40 MHZ 20 MHZ

Freamble Type @ Short Preamble Long Preamble
CTS Protect @ Auto Always MNone

Tx Power | 100 %[=]
WM @ Enable Disable

| Save Settings|

Fragment Threshold | Set the Fragment threshold of the wireless
radio. The default value is 2346.

RTS Threshold Set the RTS threshold of the wireless radio.
The default value is 2347.

Beacon Interval Set the beacon interval of the wireless radio.
The default value is 100.

DTIM Period Set the DTIM period of wireless radio. The
default value is 3.

Data Rate Set the wireless data transfer rate. The
default is set to Auto.

N Data Rate Set the data rate of 802.11n. The default is
set to Auto.

Channel Width Select wireless channel width (bandwidth
used by wireless signals from the device) —
the recommended value is Auto 20/40MHz.

Preamble Type Set the wireless radio preamble type. The
default value is “Short Preamble”.
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CTS Protect Enabling this setting will reduce the chance
of radio signal collisions between 802.11b
and 802.11g wireless access points. It’s
recommended to set this option to “Auto”.
Tx Power Set the power output of the wireless radio.
You may not require 100% output power.
Setting a lower power output can enhance
security since potentially malicious/unknown
users in distant areas will not be able to
access your signal.

WMM WMM (Wi-Fi Multimedia) technology can
improve the performance of certain network
applications, such as audio/video streaming,
network telephony (VolP) and others. When
WMM is enabled, the device will prioritize
different kinds of data and give higher
priority to applications which require instant
responses for better performance.

111-3-8-5. 5GHz Wireless

These settings are for experienced users only. Please do not change any of the
values on this page unless you are already familiar with these functions.

5GHz Wireless

Wireless Module Enable

Fragment Threshold 2346 (256-2346)
RTS Threshold 2347 [0-2347)
Beacon Interva 100 (20-1024 ms)
DTIM Pericd 3 [1-10)
Data Rate ALHDE
N Data Rate Auto E
Channel Width @ 20/40/30 MHZ ) 20/40 MHZ 20 MHZ
Preamble Type @ Short Preamble Long Preamble
TS Protect Auto Always '@ None
Tx Power 100 %E

WM @ Enable Dizable

|_save settings

Settings have been saved. Please_click here to restart the router and bring the new settings into effect
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Fragment Threshold

Set the Fragment threshold of the wireless
radio. The default value is 2346.

RTS Threshold

Set the RTS threshold of the wireless radio.
The default value is 2347.

Beacon Interval

Set the beacon interval of the wireless radio.
The default value is 100.

DTIM Period Set the DTIM period of wireless radio. The
default value is 3.

Data Rate Set the wireless data transfer rate. The
default is set to Auto.

N Data Rate Set the data rate of 802.11n. The default is

set to Auto.

Channel Width

Select wireless channel width (bandwidth
used by wireless signals from the device) —
the recommended value is 20/40/80MHz.

Preamble Type

Set the wireless radio preamble type. The
default value is “Short Preamble”.

CTS Protect

Enabling this setting will reduce the chance
of radio signal collisions between 802.11b
and 802.11g wireless access points. It’s
recommended to set this option to “Auto”.

Tx Power

Set the power output of the wireless radio.
You may not require 100% output power.
Setting a lower power output can enhance
security since potentially malicious/unknown
users in distant areas will not be able to
access your signal.

WMM

WMM (Wi-Fi Multimedia) technology can
improve the performance of certain network
applications, such as audio/video streaming,
network telephony (VolP) and others. When
WMM is enabled, the device will prioritize
different kinds of data and give higher
priority to applications which require instant
responses for better performance.
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l11-3-8-6. ALG

Application Layer Gateway (ALG) is a network security gateway which
supports specific network applications such as gaming and instant messaging.
ALG enables these applications to communicate with their server.

ALG
S I -
FiP Support for FTP
H323 Support for H323/netmeeting
IPsec Support for IPsec pass-through
PEIP Support for PPTP
L2TP Support for LZTP passthrough
SIP SupSIP
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-3-8-7. IGMP

IGMP is a communications protocol used to establish multicast group
memberships. It allows for a more efficient use of resources and better
performance for applications such as IPTV video streaming.

IGMP

IGMP Snooping @ Enable Disable

IGMP Proxy @ Enable Disable

| save Settings|

IGMP Snooping IGMP snooping monitors traffic between
hosts and multicast routers to facilitate
bandwidth conservation. Select enable or
disable.

IGMP Proxy IGMP proxy enables intelligent multicast
forwarding based on IGMP snooping
information. Select enable or disable.

# It is recommended to set “IGMP Snooping” and “IGMP Proxy” to
“Enable”.
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111-3-8-8. UPnP
Universal plug-and-play (UPnP) is a set of networking protocols which enables

network devices to communicate and automatically establish working
configurations with each other. Select “Enable” or “Disable”.

UPnP

UPnP Feature Enable @ Disable

| Save Settings |

I11-3-8-9. Fast NAT

Select “Enable” or “Disable” to enable/disable Fast NAT.

Fast Nat

FastMat @ Enable Disable
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111-3-9. Administration

( *3 Various administrative functions can be accessed from
the “Administration” menu.

Time Zone

Password

Remote Access
Backup / Restore
Upgrade

Restart

Logs

Active DHCP Client

Statistics

I1I-3-9-1. Time Zone

Time Zone
Set Time Zone (GMT)Greenwich Mean Time: Dublin, Edinburgh, Lisbon, London E
Time Server Address pool.ntp.org E
s G Enable Function
Daylight Savings January 1 To |January
| save Settings
Set Time Zone Select the time zone of your country or
region.

Time Server Address | The travel router supports NTP (Network
Time Protocol) for automatic time and date
setup. Input the host name of the IP server
manually.

Daylight Saving If your country/region uses daylight saving
time, please check the “Enable Function”
box, and select the start and end date.
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11l-3-9-2. Password

You can change the password used to login to the browser-based
configuration interface here. It is advised to do so for security purposes.

Please make a note of the new password. In the event that you
_ forget the password and are unable to login to the browser
A based configuration interface, see II-5. Reset to factory default
settings for how to reset the device.

Password

Current Password

New Password

Confirmed Password

__Apply |
Current Password Enter your current password.
New Password Enter your new password.

Confirmed Password | Confirm your new password.
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I11-3-9-3. Remote Access

Check “Enabled” to enable the remote access feature and then enter the
appropriate values.

Remote Access

Host IP Address

Port

Enabled

| Save Settings|

Host IP Address Specify the IP address which is allowed remote
access.

Port Specify a port number (0-65535) used for
remote access.
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I1I-3-9-4. Backup/Restore

Backup / Restore

Restore Settings

Restore to Factory Default

Backup Settings

| Brewse..,

Backup Settings

Click “Save” to save the current settings on your
computer as config.bin file.

Restore Settings

Click “Browse” to find a previously saved
config.bin file and then click “Upload” to replace
your current settings.

Restore to
Factory Default

Click “Reset” to restore settings to the factory
default. A pop-up window will appear and ask
you to confirm and enter your log in details.
Enter your username and password and click
“Ok”. See below for more information.

111-3-9-5. Upgrade

The upgrade page allows you to upgrade the system firmware to a more
recent version. You can download the latest firmware from the Edimax
website. After the upgrade, the system will restart.

ﬂ Do not switch off or disconnect the device during a firmware
== upgrade, as this could damage the device. It is recommended that
you use a wired Ethernet connection for a firmware upgrade.

Upgrade

| Buowse,.,
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I11-3-9-6. Restart

In the event that the router malfunctions or is not responding, then it is
recommended that you restart the device.

Restart

In the event that the system stops responding correctly or stops functioning, you can perform a system
restart. Your settings will not be changed. To restart, click on the APPLY button below. You will be

asked to confirm your decision. The restart will be complete when the Internet LED light stops blinking

___Apply |

111-3-9-7. Logs

You can view the system log and security log. Use the drop down menu in the
top-right corner to select which log to view.

System Log

Jul 919:15:40 (none) syslog.info syslogd started: BusyBox v1.11.1 -
Jul 12 01:28:20 {none) user.notice syslog: Mote: adding VIF, idx=0 Fl flags=
Jul 12 01:28:20 {none) user.notice syslog: Mote: adding VIF, idx=1 Fl flags=

4 (LI 3

Security Log

[2013-07-0% 19:18:52]: start Dynamic IP -
[2013-07-0% 19:18:55]: [SNTP]: connect to TimeServer 59.124.196.63 ...
[2013-07-12 01:28:11]: [SNTP]: connect success!

[2013-07-12 01:28:11]: [SNTP]: set time to 2013-07-12 01:28:11
[2013-07-12 01:28:12]: [Firewall]: WAN1 IP is 182.165.222.102
[2013-07-12 01:28:12]: [Firewall]: WAN2 IP is 0.0.0.0

[2013-07-12 01:28:12]: [Firewall]: WAN3 IP is 0.0.0.0 =
[2013-07-12 01:28:12]: [Firewall]: setting firewall...

[2013-07-12 01:28:13]: [SNTP]: connect to TimeServer 59.124.196.83 ...

4 I

m

1
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Save Click “Save” to save the log on your computer
as .txt file.
Clear Click “Clear” to clear/erase the existing log.
Refresh Click “Refresh” to refresh the log and update any
activity.

111-3-9-8. Active DHCP Client

Information about active DHCP clients is shown in the table, which displays
the DHCP server assigned IP address, MAC address and time expired for
each computer or device on the local network.

Active DHCP Client

IP Address MAC Address Time Expired (Sec)

192.168.2.100 b8:ca:3a:c7:16:bd forever

111-3-9-9. Statistics

Displays sent and received packet network statistics.

Statistics
2.AGHz Wireless 39{“ Packets 4940
Received Packets 134592
Sent Packets 7529
Shemett Received Packets £903
Sent Packets 45882
Shemete Received Packets E4ED
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IV. Appendix

IV-1. Configuring your IP address

For first time access to the URL http://Edimax.Setup please ensure your
computer is set to use a dynamic IP address. This means your computer can
obtain an IP address automatically from a DHCP server. You can check if your
computer is set to use a dynamic IP address by following IV-1-1. How to check

that your computer uses a dynamic IP address.

Static IP users can also temporarily modify your computer’s IP address to be
in the same IP address subnet e.g. 192.168.2.x (x = 3 — 254) as the BR-6478AC
in order to access http://Edimax.Setup.

4b The BR-6478AC’s default IP address is 192.168.2.1.
The procedure for modifying your IP address varies across different operating

systems; please follow the guide appropriate for your operating system in
IV-1-2. How to modify the IP address of your computer.

@ Static IP users please make a note of your static IP before you
change it.

You can assign a new IP address to the device which is within the subnet of
your network during setup or using the browser based configuration interface
(refer to 11I-3-4. LAN). Then you can access the URL http://Edimax.Setup in
future without modifying your IP address.

@ Please remember to change your IP address back to its original
value after the device is properly configured.
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IV-1-1. How to check that your computer uses a dynamic IP address

Please follow the instructions appropriate for your operating system.

IV-1-1-1. Windows XP

1. Click the “Start” button (it should be located in the lower-left corner of
your computer), then click “Control Panel”. Double-click the “Network and
Internet Connections” icon, click “Network Connections”, and then
double-click “Local Area Connection”. The “Local Area Connection Status”
window will then appear, click “Properties”.

-4 Local Area Connection Properties

General | authentication | Advanced

Connect using:

E® AMD PCWET Family PCI Ethernet Ad

Thiz connection uses the following items:

Ig', Client for Microzaft Mebwmorks
.@ File and Printer Sharing for Microsaoft Metworks

Cee== D

Transmizzion Control Pratocol/Internet Protocaol. The default
wide area nebwork, pratocol that provides communication
acrozs diverse interconnected network.s.

Descrption

[] 5how icon in notification area when connected
Matify me when thiz connection haz limited or no connectivity

[ ] 4 ][ Cancel ]

2. “Obtain an IP address automatically” and “Obtain DNS server address
automatically” should be selected.
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e

Internet Protocol (TCPSIP) Properties

General | Alternate Configuration

thiz capability. Othenwize, you need to azk vour nebwork, administrator for
the appropriate [P gettings.

¢ () Dbtain DMS server address autamaticall
O U5z T T e eeTrer addiesses:

[ ]S H Cancel ]

|
“ou can get P settings aszigned automatically if pour network, supports
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IV-1-1-2. Windows Vista

1. Click the “Start” button (it should be located in the lower-left corner of
your computer), then click “Control Panel”. Click “View Network Status and
Tasks”, then click “Manage Network Connections”. Right-click “Local Area
Network”, then select “Properties”. The “Local Area Connection Properties”
window will then appear, select “Internet Protocol Version 4 (TCP / IPv4)”,
and then click “Properties”.

1 Lecal Area Connection Properties x
Metworlding |

Connect using:
| L¥ ntel(R) PRO/1000 MT Network Connection

This connection uses the following items:

% Client for Microsoft Networks
.@Qns Packet Scheduler
.@ File and Printer Sharing for Microsoft Networks

otocol Version & e
e Intemet Protocol Version 4 (TCP/IPv4)

ey == F U Driver
i Link-Layer Topology Discovery Responder

Install.... | ‘ Properties ‘ >
v

Description

Transmission Cortrol Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

oK | Cancel |

2. Select “Obtain an IP address automatically” and “Obtain DNS server
address automatically” should be selected.
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Internet Protocol Version 4 (TCP/TPwd) Properties i I x I
General | Alternate Configuration I
You can get IP settings assigned automatically if your network supports

this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

f* Dbtain an IP address automatically:

IP address: I

Subnet mask: I

Default gateway:

Preferred DS server; I

Alternate DRS server; I

Advanced... |
oK I Cancel |
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IV-1-1-3. Windows 7

1. Click the “Start” button (it should be located in the lower-left corner of

your computer), then click “Control Panel”.

jr Getting Started

Sticky Motes

% Snipping Tool
u“:}ﬁ Paint

% Remote Desktop Connection

Q}I Magnifier

.'H Solitaire

P AllPrograms

eab |

Edimax
Documents
Pictures
Music
Games

Computer

Control Panel
Devices and Printers
Default Programs

Help and Support

| |55:P:r'1 programs and files

Shut down | F |

Adjust your computer’s settings

iy  System and Security
. Review your computer's status
Back up your computer

Find and fix preblems

~ Network and Internet
Choose homegroup and sharing o

, / Harawareand >ound

View devices and printers
Add a device
= Programs
k L ' Uninstall a program

View by: Category *

User Accounts and Family Safety
@Add OF FEMOVE USEr sccounts
@ Set up parental controls for any user

~ Appearance and Personalization
ﬁ Change the theme
Change desktop background
Adjust screen resolution
@ Clock, Language, and Region
. Change keyboards or other input methods
= Change display language

A W, Ease of Access
| Let Windows suggest settings
Optimize visual display

3. Click “Local Area Connection”.
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View your basic network information and set up connections

ﬂhﬁh: @ ® %ﬁ See full map

TS-WINT Home network Internet
(This computer)

View your active networks Connect or disconnect
Access type: Mo Internet access
Home network
= HomeGroup:
Home network

ons: [E] Local Area Connection

4. click “Properties”.

I Local Area Connection Stat

General

Connection
IPv4 Connechivity: Mo Internet access
IPvE Connechivity: Mo network access
Media State: Enabled
Duration: 02:08:52
Speed: 100.0 Mbps

Sent —— k! ——  Received

Bytes: 951,332 | 4,398,134

G roperes | 5 pave | [ Degree |
N —

5. select “Internet Protocol Version 4 (TCP/IPv4) and then click “Properties”.
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[E] Local Area Connection Properties

Networking

Connect using:
I_TI" Broadcom 440 10100 Integrated Controller

This connection uses the following items:

& Clignt for Microsoft Networks
Bl 0305 Packst Schedulsr
Q File and Prirter Sharing for Microsoft Networks

4. [mtemet Protocol Version 4 (TCP/1Pw4)
. - P Mapper [0 Driver
i Link-Layer Topology Discovery Responder

4&~

Description

TCP/IP version 6. The |atest version of the intemet protocol
that provides communication across diverse interconnected
networks.

I | OK || Cancel |

6. Select “Obtain an IP address automatically” and “Obtain DNS server
address automatically” should be selected.

Internet Protocol Version 4 (TCP/IPv4) Properties

General

You can get IP settings assigned automatically if your netwark supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically

IP address: 192 ,188 . 2 .10
Subnet mask: 255,255 .255 . 0
Default gateway:

Obtain DMS server address automatically

Preferred DMS server:

Alternate DMNS server:

[ validate settings upon exit

[ OK ] [ Cancel
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IV-1-1-4. Windows 8

1. From the Windows 8 Start screen, you need to switch to desktop mode.
Move your curser to the bottom left of the screen and click.

2. In desktop mode, click the File Explorer icon in the bottom left of the
screen, as shown below.

Windows 8
Build 9200

247 PM

o mr®
Bt e o
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3.Right click “Network” and then select “Properties”.

Network View ~ 0
© - 1 @&y Network v & | SearchNetwork »
Network discovery and file sharing are tumed off. Network computers and devices are not visible. Click to change... x
40 Favarites This folder is empty.

B Desktop
& Downloads

“Zl Recent places

4 Libraries
b @ Documents
b @t Music
I» [&5] Pictures
> B8 Videos

& {8 Computer

Expand

Open in new window
Pin te Start

Map network drive...
Disconnect network drive...

-
e )
L —_

<

0items

53 PM
127372012

P2

4. In the window that opens, select “Change adapter settings” from the left
side.

IFITER Library Tools  Picture Tools Pictures - g
Home  Share  View Manage Manage v @
(€) (3) = 1 & Libraries » Pictures » v & Search Pictures »
7T Favorites
S5 E wtewsemeene - oW
& Downloads 1 5 < Metwork and Internet + MNetwerk and Sharing Center v ¢ Search Control Panel »

"] Recent places
=
View your basic network information and set up coi ections

Control Panel Home

& Libraries View your active networks
@ Documents [ [ Change adapter settings
&' Music = Network Accesstyper  Intemet
= Pictures settings Public network Connections: [§ Ethernet

B videos

Change your networking settings
B Computer
1% Comp 4 Setup a new connection or network

Set up a broadband, dial-up, or VPN connection; or set up a router or access point.
f- Network

[S Troubleshoot proslems

Diagnose and repair netwark problems, or get troubleshoating infarmation.

See also
HomeGroup
Internet Options

Windows Firewall

Titem  Titemselected  Library includes: 2 locations

2:54 PM
127372012

2 tx
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5. Choose your connection and right click, then select “Properties”.

[ 0= | Network - g
Network  View

v @
© - 1 @&y Network v & | SearchNetwork »
Network discovery and file sharina are tumed off. Network computers and devices are not visible, Click to chanae... x

[ Network and Sharing Center = E
0 Favorites
B Desktop
& Downloads 1 U8 « Networkand Internet » Network Connections » v & Search Network Connections @
“Zl Recent places
Organize *  Disable this network device  Diagnose this connection  Rename this connection > 0 @
(-4l Libraries Ethernet
@ Documents Network
&t Music
[ Pictures
B Videos Diagnose

& Bridge Connections
18 Computer

Create Shortcut
€ Network b5t

] Properties

Titem  1item selected

0items

2:55 PM
127372012

[ 0= | Network - g
Network  View

v e
© - 1 @&y Network v & | SearchNetwork »
Network discovery and file sharina are tumned off. Network comouters and devices are not visible. Click to chanae... x

i B Network and Sharing Center = B
3¢ Favorites o . =
B Desktop L Network Connections
& Downloads 1 U8 « Networkand Internet + Network Connections v & Search Network Connections 0
“Zl Recent places

- O @

i i i ion Rename this connection >
(-4l Libraries

@ Documents Networking
&t Music .
rinect usiny
[ Pictures a
B videos @ Broadcom 44(k 10/100 Integrated Controller
1% Computer “This connection uses the following tems
4=\ File and Printer Sharing for Microsoft Networks ~
€ Network [ -2 Microsoft Metwork Adapter Multiplesor Protocol
& Microseft LLDP Protocol Driver
2 Link-Layer Topology Discovery Mapper 1/0 Driver
Liscovery Responder
Protocol Version 6 (TCF/TP09
Intemet Protocal Version 4 (TCP/IPvd) v
< ———— B
Description
Transmission Cortrol Protocal/Intemet Protocal. The defautt
wide area network protocol that provides communication
across diverse interconnected networks.
=
Ditems Titem 1 item selected

55 PM
127372012

X
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7 .Select “Obtain an IP address automatically” and “Obtain DNS server
address automatically” should be selected.

[ 0= | Network - g
Network  View v @

© - 1 @&y Network

v ¢ Search Network »
Network discovery and file sharina are tumned off. Network comouters and devices are not visible. Click to chanae... x
) B Network and Sharing Center = B
< Favorites © . =

B Desktop L Network Connections

& Downloads 1 U8 « Networkand Internet + Network Connections v & Search Network Connections 0
“Zl Recent places

Araznize = Micahlz thic netunrl daica Nizannca thic ~annarction Rename this connection ~- [ @

Ethernet Properties

ol Libraries
@ Documents
&t Music
[&=] Pictures
 Videos General | Alternate Configuration
You can get IP settings assigned automatically if your network supports
- this capability. Otherwise, you need to ask your network administrator
M Computer for the ADOroQEATE satbin
€ Network (®) Cbtain an IP address automatically
= faefollowing 1P addre
Subnet mask:
(@) Obtain DNS server address automatically
= fieafllowing DNS server add
P — ]
Aleernate DRS server: l:l
] Validate settings upon exit
1it
Oitems Rl

55 PM

127372012

100



IV-1-1-5. Mac OS

1. Have your Macintosh computer operate as usual, and click on “System
Preferences”.

System Preferences

2. In System Preferences, click on “Network”.

Internet & Network
H/réeNQ @
| R—

MobileMe Metwork QuickTime Sharing

3. Click on “Wi-Fi” in the left panel and then click “Advanced” in the lower
right corner.

8enn Network

|« | || ShowaAll (Q

Location: | Automatic

Status: Connected [ Turn Wi-Fi OFF |

Wi-Fi is connected to OBM-AirPort-2.4C and
has the IP address 192.168.77.119.

@ AX8B1...thernet & Network Name: | OBM-AirPort-2.4G :
® 802.11 n WLAN <m> ™ Ask to Jjoin new networks
Not Connected Known networks will be joined automatically.

. . If no known networks are available, you will
™ FireWire be asked before joining a new network.

it @

= e @Show Wi-Fi status in menu bar | Advanced... || _'

n S
u_-j‘ Click the lock to prevent further changes. | Assist me... | Revert Apply

101



4. select “TCP/IP” from the top menu and “Using DHCP” in the drop down
menu labeled “Configure IPv4” should be selected.

000

Network

WINS | 802.1X | Proxies  Hardware

Configure 4 METFI e [|
= with manual address

IPv4 Address  (sing BootP [ Renew DHCP Lease
Subnet Mask  Manually |D:
{If required )
Routet Off

Configure IPv6: | Automatically

Router:
IPv6 Address:

Prefix Length:

.'_E"_. | Cancel | | OK
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IV-1-2. How to modify the IP address of your computer

Please follow the instructions appropriate for your operating system. In the
following examples we use the IP address 192.168.2.10 though you can use
any IP address in the range 192.168.2.x (x = 3 — 254) in order to access iQ
Setup/browser based configuration interface.

,ﬂ Please make a note of your static IP before you change it.

IV-1-2-1. Windows XP

1. Click the “Start” button (it should be located in the lower-left corner of
your computer), then click “Control Panel”. Double-click the “Network and
Internet Connections” icon, click “Network Connections”, and then
double-click “Local Area Connection”. The “Local Area Connection Status”
window will then appear, click “Properties”.

-L Local Area Connection Properties

General | authentication | Advanced

Connect using:

B8 AMD PCMET Family PCI Ethernet Ad

Thiz connection uses the following items:

% Client for Microsoft Mebworks
.@ File and Printer Sharing far Microzoft Mebwaorks

g | ntermnet Protocol [TCPAP)

[nstall... I Froperties ’
Dezcription

Tranzmizzion Control Pratocol/internet Protocol. The default
wide area nebwork, pratocol that provides communication
acrozs diverse interconniected network s,

[] 5how icon in notification area when connected
Matify me when this connection haz imited or no connectivitby

(] ] [ Cancel
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2. Select “Use the following IP address” and “Use the following DNS server
addresses”, then input the following values:

“ Your existing static IP address will be displayed in the “IP

address” field before you replace it. Please make a note of this IP
address, subnet mask, default gateway and DNS server
addresses.

IP address: 192.168.2.10
Subnet Mask: 255.255.255.0
Preferred DNS Server: 192.168.2.1

Click ‘OK’ when finished.
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IV-1-2-2. Windows Vista

1. Click the “Start” button (it should be located in the lower-left corner of
your computer), then click “Control Panel”. Click “View Network Status and
Tasks”, then click “Manage Network Connections”. Right-click “Local Area
Network”, then select “Properties”. The “Local Area Connection Properties”
window will then appear, select “Internet Protocol Version 4 (TCP / IPv4)”,
and then click “Properties”.

- Local Area Connection Properties x

Metworlding |

Connect using:
| !5'." Intel{R) FRO/1000 MT Netwark Connection

This connection uses the following items:

9% Cliert for Microsoft Networks
@QDS Packet Scheduler
@ File and Printer Sharing for Microsoft Metworks

W ol o Gl

alrymer [iz-casy

Sy aise Lon opper |0 Driver
i link-Layer Topology Discovery Responder

Install... S Properties ,

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

oK | Cancel \

2. Select “Use the following IP address” and “Use the following DNS server
addresses”, then input the following values:

A Your existing static IP address will be displayed in the “IP
‘ address” field before you replace it. Please make a note of this IP
address, subnet mask, default gateway and DNS server
addresses.

IP address: 192.168.2.10
Subnet Mask: 255.255.255.0
Preferred DNS Server: 192.168.2.1

Click ‘OK’ when finished.
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IV-1-2-3. Windows 7

1. Click the “Start” button (it should be located in the lower-left corner of

your computer), then click “Control Panel”.

D

(e

n ¥ @ » Control Panel » l

I_-:| Calculator

Sticky Motes

% Snipping Tool
!-:._‘::_ﬁ Paint

% Remote Desktop Connection
Q}I Magnifier

.‘H Solitaire

P AllPrograms

™

Edimax
Documents
Pictures
Music

Games

Computer

Control Panel
Devices and Printers
Default Programs

Help and Support

| |J_EEV":r'1 programs and files

Shut down | * |

Adjust your computer’s settings

— Network and Internet

Systern and Security
Review your computer's status
Back up your computer

Find and fix preblems

View network status and tasks
Choose homegroup and sharing optigg

Hardware ana >ound
View devices and printers
Add a device

Programs

Uninstall a program

Search Control Panel

View by: Category *

User Accounts and Family Safety
@Add OF FEMOVE USEr sccounts
@ Set up parental controls for any user

Appearance and Personalization
Change the theme

Change desktop background

Adjust screen resolution

Clock, Language, and Region
Change keyboards or other input methods
Change display language

oI

Ease of Access
Let Windows suggest settings
Optimize visual display

—— 4
b
4

=)
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3.Click “Local Area Connection”.

View your basic network information and set up connections

ﬂ&h: @ ® %ﬁ See full map

TS-WINT Home network Internet
(This computer)

View your active networks Connect or disconnect

Access type: Mo Internet access
Home network

I: Home network

HomeGroup:

Connection [E] Local Area Connection

4. click “Properties”.

U Local Area Connection Stat

General

Connection

IPv4 Connechivity: Mo Internet access
IPvE Connechivity: Mo network access
Media State: Enabled
Duration: 02:08:52
Speed: 100.0 Mbps

Sent —— ks ——  Received

951,332 | 4,398,134
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5.Select “Internet Protocol Version 4 (TCP/IPv4) and then click “Properties”.

b U Local Area Connection Properties l ESJ!F
Connect using:
I_TI" Broadcom 440 10100 Integrated Controller I

This connection uses the following items:

& Clignt for Microsoft Networks
W J®l06S Packet Scheduler
v .@ File and Pnrrter Shanng for I\"I|c:msc|f't Networks

Ly Wapper /0 Driver
i Link-Layer T|:||:n:|||:|g|'_.r Discovery Responder

S ——
Description

TCP/IP version 6. The |atest version of the intemet protocol
that provides communication across diverse interconnected
networks.

| OK || Cancel |

6. Select “Use the following IP address” and “Use the following DNS server
addresses”, then input the following values:

& Your existing static IP address will be displayed in the “IP
address” field before you replace it. Please make a note of this IP
address, subnet mask, default gateway and DNS server
addresses.

IP address: 192.168.2.10
Subnet Mask: 255.255.255.0
Preferred DNS Server: 192.168.2.1

Click ‘OK’ when finished.
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IV-1-2-4. Windows 8

1. From the Windows 8 Start screen, you need to switch to desktop mode.
Move your curser to the bottom left of the screen and click.

aneiro, Brazil

A ©©

=

2. In desktop mode, click the File Explorer icon in the bottom left of the
screen, as shown below.

Windows 8
Build 9200

247 PM
12/3/2012

< B 12
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3. Right click “Network” and then select “Properties”.

Metwork View ~
@ - 4 ?- » Network v O Search Network -]
Network discovery and file sharing are turned off. Netwerk computers and devices are not visible. Click to change... X
450 Favorites This folder is empty.
B Desktop
& Downloads

“Z] Recent places

4 Libraries
3 @ Documents

3 Ji Music
I+ =] Pictures
b! Videos

1> (M Computer

)Jms

Open in new window
Pin to Start

Map network drive...
Disconnect network drive...

Delete

e ——

0items

253 PM

b a0

4. In the window that opens, select “Change adapter settings” from the left
side.

EF TN Library Tools  Picture Tools Pictures - o
Home Share View Manage Manage v 0
@ @ = 1 [&| » Libraries » Pictures » v O Search Pictures -]
5t Favorites
B Desktop
18 Downloads 1 E_:_ < Metwork and Internet » Network and Sharing Center v & Search Control Panel -l

2] Recent places
View your basic network information and set up connections

4 Libraries
@ Documents

J' Music

(&= Pictures

B videos

Wiew your active networks
Change adapter settings

Network Access type: Internet
Public network Connections: @ Ethernet

Change your networking settings

M Computer
" s @ Setup a new cennection or network

Set up a broadband, dial-up, or VPN cennection; or set up a router or access point.
f! Network

@ Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information.

Seealso

HomeGroup
Internet Options

Windows Firewall

litem  1item selected  Library includes: 2 locations

- B P

12/3/2012
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5. Choose your connection and right click, then select “Properties”.

= Network - g
Metwork  View v 0

@ - 4 ?- » Network v O Search Network -]
Network discovery and file sharina are turned off. Netwerk computers and devices are not visible, Click to chanae... X
. L Network and Sharing Center = =
I Favorites = -
B Desktop o
i Downloads 1 @ <« MNetwork and Internet » Network Connections » v & Search Network Connections @
“Z] Recent places
Organize » Disable this network device Diagnose this connection Rename this connection  » B - mM @
7 Libraries Ethernet
@ Documents Metwork
&t Music % Disable
[E] Pictures Status
! Videos Diagnose
'@ Bridge Connections
1% Computer
Create Shortcut
?‘- MNetwork 2HE
@ Rename
. Titen 1 item selected
0items

5 2
om0l e oM

12/3/2012

= Network - g
Network  View v @
@ - 4 ?- » Network v O Search Network -]
Network discovery and file sharina are turned off. Netwerk computers and devices are not visible, Click to chanae... X
. L Network and Sharing Center = =
I Favorites ) w0 @ ) =
B Desktop etwork Connections
i Downloads 1 _@ <« Network and Internet » Network Connections v & Search Network Connections @
“Z] Recent places
ion Rename this connection ~ » = @ @
7 Libraries
@ Documents Networking
J’ Music .
nnect using:
[E] Pictures <
I? Broadcom 44(0x 10100 Integrated Controller
! Videos
- Computer This connection uses the following items:
S File and Printer Sharing for Microsoft Networks A
e‘- Network [ & Microsaft Network Adapter Muttiplexor Protocol
-4 Microsoft LLDP Protocol Driver
& Link-Layer Topology Discovery Mapper 140 Driver
& Link-Layer Topology Discovery Responder
Description
Transmission Control Protocal/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.
. Titen 1 item selected == =
0items

255 PM

12/3/2012
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7. Select “Use the following IP address” and “Use the following DNS server
addresses”, then input the following values:

“ Your existing static IP address will be displayed in the “IP

address” field before you replace it. Please make a note of this IP
address, subnet mask, default gateway and DNS server
addresses.

IP address: 192.168.2.10
Subnet Mask: 255.255.255.0
Preferred DNS Server: 192.168.2.1

Click ‘OK’ when finished.
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IV-1-2-5. Mac

1. Have your Macintosh computer operate as usual, and click on “System
Preferences”

System Preferences

2. In System Preferences, click on “Network”.

Internet & Network
H/réeNQ @
| R—

MobileMe Metwork QuickTime Sharing

3. Click on “Wi-Fi” in the left panel and then click “Advanced” in the lower
right corner.

8enn Network

|« | || ShowaAll (Q

Location: | Automatic

= rE—————
‘ Status: Connected | Turn Wi-Fi Off |
Wi-Fi is connected to OBM-AirPort-2.4C and
@ Etherne [ has the IP address 192.168.77.119.
Not Connect

@ AX8B1...thernet & Network Name: | OBM-AirPort-2.4G :

® 802.11 n WLAN <m> ™ Ask to Jjoin new networks
Not Connected Known networks will be joined automatically.
. . If no known networks are available, you will
™ FireWire be asked before joining a new network.

it @

I [™ Show Wi-Fi status in menu bar | Advanced... || _l

n S
u_-j‘ Click the lock to prevent further changes. | Assist me... | Revert Apply
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4. select “TCP/IP” from the top menu and select “Manually” from the drop
down menu labeled “Configure IPv4”, then click “OK”.

000 Network

|| Show All

T Wi-Fi

e Using DHCP ™ 1 -
| Wi-Fi pxies | Hardware
—I Using DHCP with manual address [pas= e

" ¥ Manually

IPv4 Address

Configure

Subnet Mask: 255.255.255.0

Router: 192.168.77.1

Configure IPv6: | Automatically ) &

Router:
IPv6 Address:

Prefix Length:

7 | Cancel

A Your existing static IP address will be displayed in the “IP
‘ address” field before you replace it. Please make a note of this IP
address, subnet mask, default gateway and DNS server
addresses.
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5. Inthe “IPv4 Address” and “Subnet Mask” field enter IP address
192.168.2.10 and subnet mask 255.255.255.0. Click on “OK”.

M6

| | Show All
=
o

D

Network

DNS | WINS | 802.1X | Proxies Hardware

55.255.255.0

Router: 192.168.10.254

Configure IPv6: | Automatically v

Router:
IPv6 Address:

Prefix Length:

._'_ir. | Cancel |

6. Click “Apply” to save the changes.

enn Network
| «| > || ShowAll (Q,
Location: | Location (5/2/13 2:54 PM) =
e !‘_i:? Status: Connected | Turn Wi-Fi Off |
& Wi-Fi is connected to EdimaxAP20 and has
@ Ethernet & the IP address 192.168.2.10.
Not Cor
@ 802.11.dapter g Network Name: | EdimaxAP20 &)
802.11...apter 2 &d || Ask to join new networks
Not Connected Known networks will be joined automatically.
. . If no known networks are available, you will
@ FireWire have to manually select a network.
Not Cannected
™ Show Wi-Fi status in menu bar | Advanced... | ( 7 )
+ | - | Shticshdabicasiade s
_@ : —
7 Click the lock to prevent further changes. | Assistme... | | Revert | Apply | ’
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IV-1-3. How to Find Your Network Security Key

To find your network security key, please follow the instructions appropriate
for your operating system.

A If you are using Windows XP or earlier, please contact your ISP or
router manufacturer to find your network security key.

IV-1-3-1. Windows 7 & Vista

1. Open “Control Panel” and click on “Network and Internet” in the top

menu.

File

Edit  View Tools

Advanced Help

Organize *

y & -4 il
Local Area Wireless
Connection Metwork

Connection
19

2. Click on “View network status and tasks” which is under the heading
“Network and Sharing Center”.

Eile Edit View Tools Help

Control Panel Home

Systern and Security
Network and Internet
Hardware and Sound
Programs

User Accounts and Family
Safety

Appearance and
Personalization

& Netwg

a=Talal ari
= fiew network status and taske Connect to a network

18w puters and devices

Add a wireless device to the network

‘% HomeGroup

Choose homegroup and sharing options

Internet Options
E Change your homepage | Manage browser add-ons
Delete browsing history and cookies

116



3. Click on “Manage wireless networks” in the left menu.

[E=NEES)

© Ele Edit View Tools Help

Control Panel Home

View your basic network information and set up

connections

Change adapter settings ﬂk,h' % e See full map
s

Cha.nge TiiEEss iy T5-PC HomeNetwork 2 Internet

=Sl (This computer)

See also View your active networks Connect or disconnect
HomeGroup Access type: Internet

1 Cinti Connections: .0 Wireless
nternet Ointinne e Homel 2 e

4. You should see the profile of your Wi-Fi network in the list. Right click on
your Wi-Fi network and then click on “Properties”.

Add  Remove Move down  Adapter properties  Profile types

Metworks you can view, modify, and reord

..—- h HomeMetwork Security: WPAZ-Personal

Properties
Cat pe

e Remove network
— Rename

Move down

5.Click on the “Security” tab, and then check the box labeled “Show
characters”. This will show your network security key. Click the “Cancel”
button to close the window.

Security type: IWPAF_'-F'ersnnaI ']

Encryption type: [AES v]

Metwork security key 1234567320
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IV-1-3-2. Mac

1. Open a new Finder window, and select “Applications” from the menu on
the left side. Open the folder labeled “Utilities” and then open the
application “Keychain Access”.

8en0e [#= Applications

4> 23 m mi | | #ev||[3Bx] =] (q
FAVORITES ‘Name 4| Date Modified Size
B8 Desktop / TextEdit 2012/2/2 T4 7:08 11.1 MB
2 @ Time Machine 2012/2/2 4708 379 KB
B i 2012/2/2 F43:32 2
¥ Applications E=AeTvity Monitor 2012/2/2 F7:08 10.6 MB
e VRN - AirPort Utility 2012/2/2 FF7:08 33.5 MB
£ Dioohox ) AppleScript Editor 2012/2/2 T57:08 12.8 MB
M Audio MIDI Setup 2012/2/2 F47:08 11.8 ME
DEVICES «» Bluetooth File Exchange 2012/2/2 F7:08 1.6 MB
|;| 10.6 :=5’; Boot Camp Assistant 2012/2/2 TH7:08 13.7 MBE
. ColorSync Utility 2012/2/2 F47:08 17 MB
B Console 2012/2/2 TH7:08 7.5 ME
& DigitalColor Meter 2012/2/2 T 7:08 2.2 MB
£+ Disk Utility 2012/2/2 TH7:08 27 MB
¥ Grab 2012/2/2 T47:08 3.5 MB
# Grapher 2012/2/2 TH7:08 3i7.3 MB
[2] java Prefererces 2012/7/17 L9 10:54 719 KB

2012/2/2 F47:08

5 Migranon Assistant 2012/2/2 FH7:08 6.7 MB
U R P PO | T b T T T e T e Tl sl B 51 - T E RAR

2. Select “Passwords” from the sub-menu labeled “Category” on the left side,
as shown below. Then search the list in the main panel for the SSID of your
network. In this example, the SSID is “EdimaxWireless” — though your SSID
will be unique to your network.
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806 Keychain Access

d_n Click to lock the login keychain. ':_:Q

Keychains |
' login
{Z System
[T system Roots

EdimaxWireless

Kind: AirPort network password

Account: AirPort

Where: com.apple.network.wlan.ssid EdimaxWireless
Modified: Today, T45:45

Name 4 Kind Date Modified Keychain
_.p}}g Apple ID Authentication application password 2012/7/17 £F10:16:29  login
:A! Apple Persistent State Encryption application password 2012/7/16 T45:15:20 login
3&! EDIMAX 6475 AirPort network password 2012/7/17 k%11:08:03 login
'Ca.té'gm;y |« Fdicg A AirPort network password 2012/8/27 %4 10:24:59  login
A = AirPort network password Today, T45:45 login
m . = " application password 2012/7/17 £%F10:16:23  login
5 Mart AirPort network password Today, T-9F5:28 login
) § N ﬁl% PP-6574-Demo AirPort network password 2012/7/17 T42:21:30 login
E] My Certificates :

& Keys
=] Certificates

[@ m m [ Copy | 8 items

3. Double click the SSID of your network and you will see the following
window.

anon EdimaxWireless

P.Resir e Access Control |

Mame: | EdimaxWireless

Kind: | AirPort network password

Account: | AirPort

Where: com.apple.network.wlan.ssid. EdimaxWireless

Comments:

|| Show password: b

Save Changes

4. Check the box labeled “Show password” and you will be asked to enter
your administrative password, which you use to log into your Mac. Enter
your password and click “Allow”.
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|

Keychain Access wants to use your
confidential information stored in

“EdimaxWireless” in your keychain.

To allow this, enter the “login® keychain password.

Password: ||

(2) | Always Allow | | Deny . .

Comments: |

?

Save Changes

Your network security password will now be displayed in the field next to
the box labeled “Show password”. In the example below, the network
security password is “edimax1234”. Please make a note of your network
security password.

806

EdimaxWireless
Access Control |

Mame: I EdimaxWireless I

Kind

Account:

Where:

g fAirPc-rt network password

AirPort

| com.apple.network.wlan.ssid. EdimaxWireless

Comments:

@uw password:

E—
‘edimax1234 D | E’

Save Changes
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IV-1-4. How to Find Your Router’s IP Address

To find your router’s IP address, please follow the instructions appropriate for

your operating system.

IV-1-4-1. Windows XP, Vista & 7

1. Goto “Start”, select “Run” and type “cmd”, then press Enter or click “OK”.

Vi

Internet |
Mozilla Firefox

. E-mail AlanChiu
L2)! Microsoft Office Outlook
Documents
@ Internet Explorer
‘ Pictures
W )
@ KnView

Music

W22 Microsoft Office Word 2007
Recent Iterns

@ Google Chrome
. Computer

Fa|
|r_23 Microsoft Office PowerPoint 2007 Nebwork

H Adobe Reader 9 Connect To

Command Prompt Control Panel

; l";; BEET Microsoft Office 3% Default Programs
ol "

m Audacity Run...

» Al Programs

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

@ This task will be created with administrative privileges.

[ Cancel ] [ Browse...
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2. Anew window will open, type “ipconfig” and press Enter.

Ex Adrinistrator: C\Windows\syste

Microsoft Windows [Uersion 6.0.66002]
iCopyright <(c? 20P6 Microsoft Corporation. A1l rights reserved.

iC:“lUzersAlanChiuripconfig

3. Your router’s IP address will be displayed next to “Default Gateway”.

M Administrator CA\Windowshsystem32\cmd.exe =R

Ethernet adapter E !

Connection—specific DNS Suffix

Link—local IPu6 Address . fedB@::dcdc:3e?@:-habb 17229

IPv4 fAddres=s. . . . . . . 192 . 168.10.14

Samnmet Mask ™. . . . 255.255.255.8

Default Gateway , . . . fotBrrieuTeieihie9c2 :e57h9
192.168.10.254

Wireless LAN adapter

Media State . . . . . . . . . Media disconnected

Connection—specific DNS Suffix edimax.com

Tunnel adapter [

Media State . . . . . Media disconnected
Connection—specific

Tunnel adapter E

Media State . . . . . Media disconnected
Connection—specific DNS Suffix

C:~lsers AlanChiul
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IV-1-4-2. Windows 8

1. From the Windows 8 Start screen, move your curser to the top right
corner of the screen to display the Charms bar.

(i Trending
Rick Majerus
Katt Williams slap
Hugh Hefner

Calendar Internet Explorer Store

Photos

S&P 500
141618 A& +0.02% (+0.23)
s = +_3 (+. ) Fort Worth Star-Telegram - LeBreton:
11/30/2012 4:38 PM EST

Cowboys' win shows there's still hope
i -

=)

{

- = 2 57 Monday M
W December 3 [
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2. Click “Search” and enter “cmd” into the search bar. Click the “Command
Prompt” app which be displayed on the left side.

Ap pS Results for “emd”

E

[. — | bing
Finance
rl

Games
()

| g. Internet Explarer

= Command Prompt =i m

icrosoft Windows [Version 6.2.920881]
(c» 2812 Microsaftwfasporvation. All pights peserved.

ssUserss\inB>ipconfiyg
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4 .Your router’s IP address will be displayed next to “Default Gateway”.

Windows 8
Build 9200

258 PM
12/3/2012

x
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IV-1-4-3. Mac
1. Launch “System Preferences” and click on “Network”.

2. If you are using an Ethernet cable to connect to your network, your
router’s IP address will be displayed next to “Router”.

eﬂf‘

Network
| <> || ShowAll Q
Location: | Automatic =
8 <_"“ Status: Connected
: Ethernet is currently active and has the IP
@ fireWire address 192.168.10.179.
@ ?'::i__Fi = Configure IPv4: | Manually =
o USB Ne. terface o) IP Address: | 192.168.9.20 |
Mot Conn =

Subnet

Mot Connected

@ Bluetooth PAN 6
Not Cor Router: 1 192.168.10.254

DNS Server: .1.12, 192.168.1.2
Search Domains:
- I_Aavanced | ."}_.
+ | = %7 —
ﬂh _ - o -
] Click the lock to prevent further changes. | Assistme.. | | Revert | | Apply |
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3. If you are using Wi-Fi, click “Wi-Fi” in

in the bottom right corner.

the left panel, and then “Advanced”

eﬁ/‘

« | B Show All

Metwork

Location: | Automatic

FireWire

Not Conn

@ RU_S..B.l_Ne.__._tf_'r_face <m
Mot Connected

Status: Connected

Network Name: | EdimaxHQ B

@ Bluetooth PA @ Known networks will be joined automatically.
Not Connected If no known networks are available, you will
be asked before joining a new network.
T = E] Show Wi-Fi status in menu bar D 2)
I ! e .
d o '
] Click the lock to prevent further changes. | Revert Apply

| Turn Wi-Fi Off |

Wi-Fi is connected to EdimaxHQ and has the
IP address 10.0.20.97.

@Automaticallyjoin this network
™ Ask to join new networks

4. Click the “TCP/IP” tab and your router’s IP address will be displayed next

to “Router”.

000 Network
. | ][ Show All ]
T Wi-Fi
WINS | 802.1X | Proxies Hardware
Configure IPv4: | Using DHCP =
IPv4 Address: 10.0.20.97 | Renew DHCP Lease
Subn DHCP Client ID: ]
[ If required )
Router: 10.0.20.254
Configure IPv6: | Automatically =
Router:
IPvE Address:
Prefix Length:
() [ cancel | [ oK |
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IV-2. Connecting to a Wi-Fi network

For help connecting to your device’s Edimax.Setup SSID for initial setup, or to
connect to your device’s new Wi-Fi network (SSID) after setup is complete,

follow the guide below:

& Below is an example of how to connect using Windows Vista — the
- process may vary slightly for other versions of Windows.

1. Click the network icon (.,“or) in the system tray and select “Connect
to a network”.

Mot Connected

h‘. Wireless networks are available.

) a

2. Search for the SSID of your BR-6478AC and then click “Connect”. If you set
a password for your network, you will then be prompted to enter it.

Select a network to connect to

Show [Al - (%]
_5.- OBM-AirPort-24G Security-enabled network M |§|
5’? edimax.setup Unsecured network a!ﬂ!
_E.r EDIMAXIP Cam-24G  Security-enabled network il
[ o

Set up a connection or network
Open Metwork and Sharing Center

[ Connect Cancel
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3. After correctly entering your password, you will be successfully connected
to the BR-6478AC’s wireless network.

Successfully connected to edimax.setup

Save this network
Start this connection automatically

Close
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IV-3. Troubleshooting

1. In range extender mode, is my BR-6478AC dual-band?

a. Yes. The BR-6478AC can extend 2.4GHz & 5GHz Wi-Fi signals concurrently, but
you must connect your BR-6478AC to each (2.4GHz & 5GHz) network separately
during iQ setup. During iQ Setup, you will be asked to select both a 2.4GHz &
5GHz Wi-Fi network to extend, as well as specify a new SSID (name) and
password for each of the networks that your BR-6478AC’s will
broadcast/extend.

ﬂ You can disable either 2.4GHz or 5GHz Wi-Fi during iQ setup if

: there is no appropriate source network available, or if you do not
wish to use it. If either the 2.4GHz or 5GHz frequency band is
disabled, wireless clients/devices on the same frequency band will
be unable to connect to your range extender.

2. In range extender mode, if my BR-6478AC is set up as a dual-band
extender, what happens when | connect a wired Ethernet client?

a. When you connect a network device to your BR-6478AC in range extender mode
via Ethernet cable, by default the network device will connect to the 5GHz
network. If there is no 5GHz network available, the network device will connect
to the 2.4GHz network instead.

3. In range extender mode, how do | connect to a network which
has a hidden SSID?

a. During iQ Setup, you can manually enter a Wi-Fi network name in the “SSID”
field as shown below, for either/both 2.4GHz and 5Ghz, along with the relevant
encryption information.
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FDIMAX Rangs Exiender

2.4G Hz Wireless Site Survey

Please enter a new wireless network name (SSID) for the range extender if you wish, and enter the
security key for your existing wireless network if required.

Wireless @ Enable © Disable

Site Survey i Ve \
SSID

Device SSID

Encryption Disable -

SSID Enter the SSID (network name) of your existing, hidden
network.

Device SSID | Enter an SSID for the BR-6478AC or leave it blank to use a
default which consists of your existing router’s SSID
(above) +" 2EX".

Encryption | Enter the encryption information for your existing, hidden
network.

4. | can’t access the Internet.

. Ensure that all cables are connected properly. Try a different Ethernet cable.

. Check if you can access the web based configuration interface. If not, please
ensure your computer is set to use a dynamic IP address. Refer to the user
manual for guidance if you are unsure how to do this.

. Login to the web based configuration interface and go to Internet > WAN Setup
and check that the connection type is correct. If you are unsure which internet
connection type you have, please contact your Internet Service Provider (ISP).

. Connect your computer directly to your modem and check if you can access the
internet. If you can’t, please contact your Internet service provider for
assistance.

5. 1 can’t open the web based configuration interface.

. Please ensure your computer is set to use a dynamic IP address. Refer to the
user manual for guidance if you are unsure how to do this.
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6. How do | reset my device to factory default settings?

a. Toreset the device back to its factory default settings, press and hold the
WPS/Reset button for over 10 seconds, until the power LED begins to flash.
Please wait a few minutes for the product to restart. When the device restarts,
all settings will be reset. Default settings are displayed on the product label on
the back of the device, as shown below:

echnology CoO%) e Jevice compg
Power 5V omggation is subje ) the f

FCC !. N009562181302
Raul‘e Lo g : http:/ /edimax.setup
Username/Password: admin/1234

Name (551D) edimax.setup

CGW_

”‘Muammul||||ukumumlwmuunmuw*w

N
MADE IN CHII?IA?\?E(?E;O

T AR >

MAC:801F02BBS77F
IN CODE:58484470

Router Login Enter this URL in a web browser to run iQ Setup or
configure advanced settings. You must be
connected to the device by Wi-Fi or Ethernet
cable.

Username/Password | This is the default username and password to
access the browser based configuration interface
when you go to the “Router Login” URL (above).

Wi-Fi Network This is the default Wi-Fi network name for the

Name device. Search for this name (SSID) and connect to
it in order to access the “Router Login” URL
(above).

MAC A MAC address is unique to every device and is

used for identification within a network. Your
device’s unique MAC address is displayed here.
PIN CODE This is your device’s PIN code for Wi-Fi Protected
Setup (WPS).
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7. 1 forgot my password.

a. Reset the router to its factory default settings and use the default username
admin and default password 1234. Default settings are displayed on the product
label on the back of the device, as shown above.

8. My BR-6478AC has a weak wireless signal.

Weak signals are usually caused by interference from other devices or obstacles
blocking the BR-6478AC’s wireless signal:

a. Keep the device away from other radio devices such as microwaves or wireless
telephones.

b. Do not put the device in the corner of a room or under/nearby metal.

c. Ensure there are as few obstacles as possible between the BR-6478AC and your
wireless network device.

In range extender mode, the BR-6478AC’s weak wireless signal may be in turn
caused by a weak signal from your existing router. It’s important to choose a good
location for the BR-6478AC in relation to your existing wireless router. The best
location is roughly in the middle between your existing wireless router and the area
you would like to be covered by the BR-6478AC. If you are too far away from your
existing router, then it is difficult for the BR-6478AC to receive a wireless signal.

9. Do the WAN and LAN ports work the same when the device is in
different modes?
No, the WAN and LAN ports have slightly different functions depending on the
operating mode of the device.

a. In Wi-Fi router mode, the WAN port is for a direct connection to your xDSL
modem. The LAN ports are for wired network clients.

b. In access point mode, the WAN port is not functional. Connect your existing
router to the device’s LAN port, and the other LAN ports can connect wired
network clients.

c. In range extender mode, the WAN port is not functional and the all of LAN ports
are for wired network clients. Do not connect your existing router to the
device’s WAN or LAN ports, as this can cause the device to malfunction.
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V. Glossary

Default Gateway (Wireless bridge): Every non-access point IP device needs to
configure a default gateway’s IP address. When the device sends out an IP
packet, if the destination is not on the same network, the device has to send
the packet to its default gateway, which will then send it out towards the
destination.

DHCP: Dynamic Host Configuration Protocol. This protocol automatically gives
every computer on your home network an IP address.

DNS Server IP Address: DNS stands for Domain Name System, which allows
Internet servers to have a domain name (such as www.Broadbandaccess
point.com) and one or more IP addresses (such as 192.34.45.8). A DNS server
keeps a database of Internet servers and their respective domain names and
IP addresses, so that when a domain name is requested (as in typing
"Broadbandaccess point.com" into your Internet browser), the user is sent to
the proper IP address. The DNS server IP address used by the computers on
your home network is the location of the DNS server your ISP has assigned to
you.

DSL Modem: DSL stands for Digital Subscriber Line. A DSL modem uses your
existing phone lines to transmit data at high speeds.

Ethernet: A standard for computer networks. Ethernet networks are
connected by special cables and hubs, and move data around at up to 10/100
million bits per second (Mbps).

IP Address and Network (Subnet) Mask: IP stands for Internet Protocol. An IP
address consists of a series of four numbers separated by periods, that
identifies a single, unique Internet computer host in an IP network. Example:
192.168.2.1. It consists of 2 portions: the IP network address, and the host
identifier.

The IP address is a 32-bit binary pattern, which can be represented as four
cascaded decimal numbers separated by “.”: aaa.aaa.aaa.aaa, where each
“aaa” can be anything from 000 to 255, or as four cascaded binary numbers
separated by “.”: bbbbbbbb.bbbbbbbb.bbbbbbbb.bbbbbbbb, where each “b”

can either be O or 1.
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A network mask is also a 32-bit binary pattern, and consists of consecutive
leading 1’s followed by consecutive trailing 0’s, such as
11111111.11111111.11111111.00000000. Therefore sometimes a network
mask can also be described simply as “x” number of leading 1’s.

When both are represented side by side in their binary forms, all bits in the IP
address that correspond to 1’s in the network mask become part of the IP
network address, and the remaining bits correspond to the host ID.

For example, if the IP address for a device is, in its binary form,
11011001.10110000.10010000.00000111, and if its network mask is,
11111111.11111111.11110000.00000000

It means the device’s network address is
11011001.10110000.10010000.00000000, and its host ID is,
00000000.00000000.00000000.00000111. This is a convenient and efficient
method for access points to route IP packets to their destination.

ISP Gateway Address: (see ISP for definition). The ISP Gateway Address is an
IP address for the Internet access point located at the ISP's office.

ISP: Internet Service Provider. An ISP is a business that provides connectivity
to the Internet for individuals and other businesses or organizations.

LAN: Local Area Network. A LAN is a group of computers and devices
connected together in a relatively small area (such as a house or an office).
Your home network is considered a LAN.

MAC Address: MAC stands for Media Access Control. A MAC address is the
hardware address of a device connected to a network. The MAC address is a
unique identifier for a device with an Ethernet interface. It is comprised of
two parts: 3 bytes of data that corresponds to the Manufacturer ID (unique
for each manufacturer), plus 3 bytes that are often used as the product’s
serial number.

NAT: Network Address Translation. This process allows all of the computers
on your home network to use one IP address. Using the broadband access
point’s NAT capability, you can access the Internet from any computer on
your home network without having to purchase more IP addresses from your
ISP.

Port: Network Clients (LAN PC) uses port numbers to distinguish one network
application/protocol over another. Below is a list of common applications and
protocol/port numbers:
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Application Protocol Port Number

Telnet TCP 23
FTP TCP 21
SMTP TCP 25
POP3 TCP 110
H.323 TCP 1720
SNMP UCP 161
SNMP Trap UDP 162
HTTP TCP 80
PPTP TCP 1723

PC Anywhere TCP 5631
PC Anywhere UDP 5632

Access point: A access point is an intelligent network device that forwards
packets between different networks based on network layer address
information such as IP addresses.

Subnet Mask: A subnet mask, which may be a part of the TCP/IP information
provided by your ISP, is a set of four numbers (e.g. 255.255.255.0) configured
like an IP address. It is used to create IP address numbers used only within a
particular network (as opposed to valid IP address numbers recognized by the
Internet, which must be assigned by InterNIC).

TCP/IP, UDP: Transmission Control Protocol/Internet Protocol (TCP/IP) and
Unreliable Datagram Protocol (UDP). TCP/IP is the standard protocol for data
transmission over the Internet. Both TCP and UDP are transport layer protocol.
TCP performs proper error detection and error recovery, and thus is reliable.
UDP on the other hand is not reliable. They both run on top of the IP (Internet
Protocol), a network layer protocol.

WAN: Wide Area Network. A network that connects computers located in
geographically separate areas (e.g. different buildings, cities, countries). The
Internet is a wide area network.

Web-based management Graphical User Interface (GUI): Many devices
support a graphical user interface that is based on the web browser. This
means the user can use the familiar Netscape or Microsoft Internet Explorer
to Control/configure or monitor the device being managed.
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COPYRIGHT

Copyright © Edimax Technology Co., Ltd. all rights reserved. No part of this publication
may be reproduced, transmitted, transcribed, stored in a retrieval system, or translated
into any language or computer language, in any form or by any means, electronic,
mechanical, magnetic, optical, chemical, manual or otherwise, without the prior written
permission from Edimax Technology Co., Ltd.

Edimax Technology Co., Ltd. makes no representations or warranties, either expressed or
implied, with respect to the contents hereof and specifically disclaims any warranties,
merchantability, or fitness for any particular purpose. Any software described in this
manual is sold or licensed as is. Should the programs prove defective following their
purchase, the buyer (and not this company, its distributor, or its dealer) assumes the
entire cost of all necessary servicing, repair, and any incidental or consequential damages
resulting from any defect in the software. Edimax Technology Co., Ltd. reserves the right
to revise this publication and to make changes from time to time in the contents hereof
without the obligation to notify any person of such revision or changes.

The product you have purchased and the setup screen may appear slightly different from
those shown in this QIG. The software and specifications are subject to change without
notice. Please visit our website www.edimax.com for updates. All brand and product
names mentioned in this manual are trademarks and/or registered trademarks of their
respective holders.
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Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part
15 of FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a
residential installation. This equipment generates, uses, and can radiate radio frequency energy and, if not
installed and used in accordance with the instructions, may cause harmful interference to radio communications.
However, there is no guarantee that interference will not occur in a particular installation. If this equipment does
cause harmful interference to radio or television reception, which can be determined by turning the equipment
off and on, the user is encouraged to try to correct the interference by one or more of the following measures:

1. Reorient or relocate the receiving antenna.

2. Increase the separation between the equipment and receiver.

3. Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
4. Consult the dealer or an experienced radio technician for help.

FCC Caution

This device and its antenna must not be co-located or operating in conjunction with any other antenna or
transmitter. This device complies with Part 15 of the FCC Rules. Operation is subject to the following two
conditions: (1) this device may not cause harmful interference, and (2) this device must accept any interference
received, including interference that may cause undesired operation. Any changes or modifications not expressly
approved by the party responsible for compliance could void the authority to operate equipment.

Federal Communications Commission (FCC) Radiation Exposure Statement

This equipment complies with FCC radiation exposure set forth for an uncontrolled environment. In order to avoid
the possibility of exceeding the FCC radio frequency exposure limits, human proximity to the antenna shall not be
less than 2.5cm (1 inch) during normal operation.

Federal Communications Commission (FCC) RF Exposure Requirements

This EUT is compliance with SAR for general population/uncontrolled exposure limits in ANSI/IEEE
C95.1-1999 and had been tested in accordance with the measurement methods and procedures specified in
OET Bulletin 65 Supplement C. The equipment version marketed in US is restricted to usage of the channels
1-11 only.

R&TTE Compliance Statement

This equipment complies with all the requirements of DIRECTIVE 1999/5/EC OF THE EUROPEAN PARLIAMENT AND
THE COUNCIL of March 9, 1999 on radio equipment and telecommunication terminal equipment and the mutual
recognition of their conformity (R&TTE). The R&TTE Directive repeals and replaces in the directive 98/13/EEC
(Telecommunications Terminal Equipment and Satellite Earth Station Equipment) As of April 8, 2000.

Safety

This equipment is designed with the utmost care for the safety of those who install and use it. However, special
attention must be paid to the dangers of electric shock and static electricity when working with electrical
equipment. All guidelines of this and of the computer manufacture must therefore be allowed at all times to
ensure the safe use of the equipment.

EU Countries Intended for Use

The ETSI version of this device is intended for home and office use in Austria, Belgium, Bulgaria, Cyprus, Czech,
Denmark, Estonia, Finland, France, Germany, Greece, Hungary, Ireland, Italy, Latvia, Lithuania, Luxembourg, Malta,
Netherlands, Poland, Portugal, Romania, Slovakia, Slovenia, Spain, Sweden, Turkey, and United Kingdom. The ETSI
version of this device is also authorized for use in EFTA member states: Iceland, Liechtenstein, Norway, and
Switzerland.

EU Countries Not Intended for Use
None
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EU Declaration of Conformity

English: This equipment is in compliance with the essential requirements and other relevant
provisions of Directive 1999/5/EC, 2009/125/EC.

Frangais: Cet équipement est conforme aux exigences essentielles et autres dispositions de la
directive 1999/5/CE, 2009/125/CE.

Cestina: Toto zafizeni je v souladu se zakladnimi poZzadavky a ostatnimi prislusSnymi ustanovenimi
smérnic 1999/5/ES, 2009/125/ES.

Polski: Urzadzenie jest zgodne z ogdlnymi wymaganiami oraz szczegdlnymi warunkami
okreslonymi Dyrektywga UE 1999/5/EC, 2009/125/EC.

Romana: Acest echipament este in conformitate cu cerintele esentiale si alte prevederi relevante ale
Directivei 1999/5/CE, 2009/125/CE.

Pycckuii: 3T0 060pyAOBaHME COOTBETCTBYET OCHOBHbIM TPEOOBAHMAM U NOOKEHUAM ANPEKTUBSI
1999/5/EC, 2009/125/EC.

Magyar: Ez a berendezés megfelel az alapvet6 kovetelményeknek és mas vonatkozé iranyelveknek
(1999/5/EK, 2009/125/EC).

Tiirkge: Bu cihaz 1999/5/EC, 2009/125/EC direktifleri zorunlu istekler ve diger hiikimlerle ile
uyumludur.

YKkpaiHcbKa: ObnagHaHHA Bignosigae sBMmoram i ymosam aupexktnsm 1999/5/EC, 2009/125/EC.

Slovenéina: Toto zariadenie spifia zakladné poziadavky a dalsie prisluiné ustanovenia smernic
1999/5/ES, 2009/125/ES.

Deutsch: Dieses Gerat erfullt die Voraussetzungen gemal den Richtlinien 1999/5/EC, 2009/125/EC.

Espafiol: El presente equipo cumple los requisitos esenciales de la Directiva 1999/5/EC,
2009/125/EC.
Italiano: Questo apparecchio & conforme ai requisiti essenziali e alle altre disposizioni applicabili

della Direttiva 1999/5/CE, 2009/125/CE.

Nederlands: Dit apparaat voldoet aan de essentiéle eisen en andere van toepassing zijnde bepalingen
van richtlijn 1999/5/EC, 2009/125/EC.

Portugués: Este equipamento cumpre os requesitos essénciais da Directiva 1999/5/EC, 2009/125/EC.

Norsk: Dette utstyret er i samsvar med de viktigste kravene og andre relevante regler i Direktiv
1999/5/EC, 2009/125/EC.

Svenska: Denna utrustning ar i 6verensstammelse med de vasentliga kraven och 6vriga relevanta
bestammelser i direktiv 1999/5/EG, 2009/125/EG.

Dansk: Dette udstyr er i overensstemmelse med de vaesentligste krav og andre relevante
forordninger i direktiv 1999/5/EC, 2009/125/EC.

Suomi: Tama laite tayttaa direktiivien 1999/5/EY, 2009/125/EY oleelliset vaatimukset ja muut

asiaankuuluvat maaraykset.

FORUSEN @ ODOEDOORD
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WEEE Directive & Product Disposal
E At the end of its serviceable life, this product should not be treated as household or general waste. It

should be handed over to the applicable collection point for the recycling of electrical and electronic
mmmmm cquipment, or returned to the supplier for disposal.
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Declaration of Conformity

We, Edimax Technology Co., Ltd., declare under our sole responsibility, that the
equipment described below complies with the requirements of the European R&TTE
directives.

Equipment: AC1200 Wireless Concurrent Dual-Band Gigabit Router
Model No.: BR-6478AC

The following European standards for essential requirements have been followed:

Directives 1999/5/EC

Spectrum : ETSIEN 300 328 V1.7.1 (2006-10);
ETSI EN 301 893 V1.6.1 (2011-11)
EMC : EN 301 489-1 V1.9.2 (2011-09);
EN 301 489-17 V2.2.1 (2012-09);
Safety (LVD) : |EC 60950-1:2005 (2" Edition);Am 1:2009

EN 60950-1:2006+A11:2009+A1:2010+A12:2011

Recommendation 99/519/EC
EMF : EN 62311:2008

Directives 2006/95/EC
Safety (LVD) : |EC 60950-1:2005 (2" Edition);Am 1:2009
EN 60950-1:2006+A11:2009+A1:2010+A12:2011

Edimax Technology Co., Ltd.
No. 3, Wu Chuan 3" Road,
Wu-Ku Industrial Park,
New Taipei City, Taiwan

Date of Signature: March, 2013

CEQ =

Printed Name: Albert Chang
Title: Director
Edimax Technology Co., Ltd.
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